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Parallel_Verification

Input: an incoming packet in packet F for flow f, a set of hash
values of packet_in packets P for flow f received from the ingress
switch, the counter of packets received from egress switch m, a set
of statistics Si for fi that retrieved from corresponding switches in
the path, the sum of counters of packets received from ingress switch
u, and a probability of a packet under integrity verification;

Output: verification succeeds, otherwise fails;

if packet F of flow fi received then

if F is from an ingress switch then
sample pakcet_in packets (with A probability)
if >h)

Confidentiality Verification()
Distribute F back to Ingress Switch
Distribute egress rule

end if

9. set the lifetime of rules according to t
10. distribute rules to switches

11. Integrity Verification (F, A, m)

12. end if

13. else if F is from an egress switch

14. Integrity Verification (F, A, m)

PNAN RN =

N ol iysSl ¥ S

Integrity Verification (F, A, table)

Input: an incoming packet in packet F for flow f, a set of hash
values of packet in packets P for flow f received from the ingress
switch, the counter of packets received from egress switch m, a set
of statistics Si for fi that retrieved from corresponding switches in
the path, the sum of counters of packets received from ingress switch
u, and a probability of a packet under integrity verification;

Output: verification succeeds, otherwise fails;

if (F is from an ingress switch)

feed PACKET IN to SHA-256

store it with a random timer bigger than round trip time

else if (F is from an egress Switch and hash result exists in table)
remove hash from table

B+

A=o*)L

. else if (F is from an egress Switch and hash result doesn't exist in
table

9. orarecord in table expires)

10. A=2A+1/2

11. if (size of(table)+f-unmatched packets/size of(table)+p) <0)
12. return false

13. end if

14. end if

15. if (flag =1) then

16. Confidentiality Verification (F, Key);

17. Distribute F back to egress Switch

18. end if

19. else if a record in hash table expires then

20. Integrity Verification()

21. else if rules installed in switches expire then

22. Beahaviour_Verification()

23. end if
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Confidentiality_Verification
Input: Encrypted packet F of flow F, Hash table
Output: verification succeeds, otherwise fails;

if F is from an ingress switch, then
encrypt payload

store the encryption key in database
set encryption flag in data row to 1
return encrypted payload

else if F is from an egress switch, then
decrypt payload

return decrypted payload

End if
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Behaviour_Verification

Input: Reliability Index (A), a set of switches in flow path
Output: Verification Succeeds, otherwise fails and updated
Reliability_Index (X)

1. Retrieve stats from switches [0, n-1, n]

2. If (switches [0] == switches[n-1] && switches [0] == switch[n])
then

3. B=A

4. samplingSpace = f*(size of n)

5. for (int i=0; i<samplingSpace; i++)}

6. randomSwitch = Random (min=2, max=size of(n)-2,
samplingSpace)

7. if (switches[randomSwitch] == switches [0]) then

8. Pp=o*P

9. samplingSpace = p*(size of n)

10. remove switches[randomSwitch] from samplingSpace
11. If (B<y) then

12. A =0a*r

13. Return true

14. end if

15. else if (switches[randomSwitch] =! switches [0]) then
16. A=2+1/2

17. samplingSpace = (size of n)

18. Return false

19. end for

20. else if (switches [0] =! switches[n]) then

21. A =2A+1/2

22. samplingSpace = (size of n)

23. return false
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