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1. Fraud Detection

2. Fault Detection

3. Intrusion Detection

4. Biological Analysis

5. Marketing

6. Curse of Dimensionality

7. Local Entropy-Based Subspace Outlier Detection
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2. Local Outlier Factor
3. k-Nearest Neighbors
4. Adaptive Kernel Density-Based Anomaly Detection
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1. Full-Dimensional
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11. High Contrast Subspaces for Density-Based Outlier Ranking
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15. Minimum-Redundancy-Maximum-Relevance-to-Density
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. Local Outlier Mining Algorithm
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10. Principal Component Analysis



Ye0 2955y gise oo e (clad ;] 1 ealinel b YU slul b 5 Bals ;> &y 03y Lawseis 1)Ko g Jlose b,

b 5y silulle

v DS

9 2 i (Jome b yo (5138505 s

(RS, RS,, ..., RSy}

\ 4 \ 4

\ 4

RS, 4 DS culss

RS, 4 DS culss

v

v

X1 Oy el duwlxe

X2 Sy jlitel duwlze

XN S ol dnlbre

v

Sy 03b asuls

vy Sy dl.bab.)‘.) uw 2 ‘\jw .JJ)]) Llus LR»L;)JB
[ by Sis o (min-max)’ Sl — Johs il by
ain-max ¢jle Jlop [YY] 355 o0 edliiwl 5 o (il Jloy [+,)]
W3 e plosl [ (Shg pdlhe o) |y 2 S s

+__ Jf—min(f) o)
max( /) —min( f)

oSl g posive polie ply oy & max(f) ¢ min(f) &
(laggi) L Sh plos (siludloy b cuis cudr 5 2 [ (Shy
Dgd o DSy & s Dy 00 L yile

P VY] " (Shy savog)S 5 VI HICS b alie dlis oyl 5
e ladline ©jg0 & o (adjliel g basye LSy Ol
F S 9y s sob 4 Olgies ilulia cpl b & 00d (jlul
4 S5 3 el (oaletiiy hgy slopls 08 Shagh lealis
g g0 030 7y (gdm Sl 5 > JolS oo

S Sy S Ghd JBx (30055 )Y
O 0300

o35 lyr Syl et bgy S (KDE) ditws JKa oS
2 ok s Bb el ol oolas slapxie Jlis] JBs &b

1. Minimum-Maximum
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3. Kernel Density Estimation
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Algorithm 1: Local Entropy-based Subspace Selection for Outlier Detection(LESS)

Input: DS, k, FS
Output: RS ={RS,}",

Initialization: Set RS, ={},i=1,2,...,N
foreach f' in FS':
e DS! =" column of dataset matrix DS
for each x! in DS':
e kNN' (xl’ ) = Compute kNN for data point x/ in DS’

. d,i (le ) =Compute the average Euclidean distance xf to its k£ nearest neighbors

end
e Compute '

. .
imin @0 from all the quantities

end
for each X, in DS:
foreach f, in FS:

o DS'=]" column of dataset matrix DS
o Compute the kernel width of the i data point: hl_’ =c*[d ]L

min

o Compute the local density of the i data point: KDE(x')=1
i) =%

+d!

k—max

d'(x), i=1,2,..N

+5—d,i(xf)]

ﬂl'ixt(x‘l,.\J] )2
1 2007

*x 7,/
x’,ekNN’(x[)27[ h

o Compute the sum of local density for % nearest neighbors of the ith data point using the kernel width of the i data point:

7di¢'t(x], ,x/’ )2

KDER) = Y & L 2y

x 7,/
X ekNN! () ¥ kNN () 27 *hy

b kNN (x})

o Compute the probability of the i'" data point and its kNN on feature f ! by means of the normalization of their local density:

KDE(x;)
KDE(x.)

XL kNN (xl)

vx! e {x! ij. e kNN'(x1)}: p(x) =

* Compute the information provided by the i data on feature f*: ['(x!) =—log, (p(x!))

o Compute the local entropy of the i"

if I'(x!)>LE"(x!) :
e Add f to RS;:

end
end
end
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KDE(KNN™ (x))
KDE(x™)

RDOF, = RDOF (x*) =
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Algorithm 2: Local Density-based Outlier Scoring (LDOS)
Input: DS, RS, k, ¢, ¢
Output: RDOF = {RDOF,}%,

for each X, in DS :

o DS™ =project data matrix DS into RS,

o KNN™ (x*)=compute kNN for data point x"* in the subspace RS,

e Compute the local density of the data point xl.RS‘ and its neighbors fNN* ( xfs' ) as follows:

xS e (xS ORNN® (x5}

and h=h" =c*[d +d]

-1
e _d:s, (xiRS, )]*N\RS,\M

k—max J—min

1 dist(x x5

KDE(fo' ) =_ Z ,,\R#;K(#)

S kNN () h,

. g 1 dist (<[ 5

where K(dzs (x>, xS )) _ 1 o2 )

hRS. (2”)\RS,\/2

e Compute the Relative Density-based Outlier Factor(RDOF) for data point x‘_’“r :
if ‘ RSi |: 0:
RDOF, =0

else

KDE(KNN™ (x'))

RDOF, = RDOF (x[*') =

KDE(x*)
end
end
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Algorithm 3: Local Entropy-based Subspace Outlier Detection (LESOD)
Input: DS, k
Output: Outlier data points

e DS = Applying feature normalization/scaling on D

e RS =Select the local relevant subspaces for outlier detection using
Algorithm 1 : LESS(DS, FS, k)

e RDOF =Compute outlier scores for all data points in DS using
Algorithm 2: LDOS(RS, RS, k, ¢, &)

Detect outlier data points given as RDOF' score values in the previous
step
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1. False Positive Rate

2. Linear Trapezoidal Method

3. Logarithmic Trapezoidal Method
4. Linear-Log Trapezoidal Method

5. Linear Interpolation
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