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Group Manager Server/gateway

Generate nl and timestamp tc
M1=BGMa @ n1
M2=h({IDGMa,AGMa,M1,tc,n1)

I
|
|
|
!
|
| |
———AGMa, M1,M2,tc———» |

: Iftcis valid continue; else abort section;
: Find record AGMa,X, Tk by AGMa

| rs=AGMa ®Kser

: BsGMa=h(rs,Kscr)

: N1s =M1 ©BsGMa

| IDsGMa= X ®©BsGMa

: M2s = h(IDsGMa,AGMa,M1,tc,n1s)

| If M2=M2s continue; else abort section;
: Generate n2 , timestampe ts ,and unique rns
| AnsGMa = rns @Kser

: BnsGMa = h(rns,Kser)

: Xns=IDsGMa @BnsGMa

| M3 = n2 ®@BnsGMa

| Y= h(IDsGMa, n1ls,n2)

: M4=AnsGMa @y PDnls

| M5 = BnsGMa @y

: Ks = h(n1s,n2,Tk)

l Tkn=h{Ks,n1s,n2)

: Replace (AGMa,X,Tk) with (AnsGMa,Xns, Tkn)
: M6 = h(M3,M4,M5,n2,IDsGMa,Tkn.ts)

I

|

4+—M3,M4,M5,M6,ts

I
If ts is valid continue; else abort section; :
n2c=M3 @BGMa :
M6c=h(M3,M4,M5,n2c,IDGMa,Tk,ts) :
If M6=M6¢C continue; else abort section; |
Ks=h(n1,n2¢,Tk) :
Tkn=h(Ks,n1,n2c) l
y=h(IDGMa,n1,n2¢) |
AnGMa = M4 @y @&nl :
BnGMa = M5 Dy |
Replace (AGMa,BGMa,TK) withAnGMa,BnGMa, Tkn) '
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role groupmanager(G,S: agent,
Kser ldGMa,R, Tok:message,
Hash: hash_func,
SND, RCV: channel(dy})
played_by G
def=
local State:nat,
IDGMa,AGMa,BGMa, Tk,N1,Tc,M1,
M2,M3,M4,M5 M6, Ts N2¢c,M6c,MEN,
Ks, Tkn,Y AnGMa,BnGMa:message
init State:= 0
N AGMa:= xor(R,Kser)
A BGMa:= Hash(R .Kser)
A Tk:= Tok
A IDGMa:= IdGMa
transition
1. State = 0 A RCV(start) =|>
State' =2
ANT"= new()
NTc'= new()
A M1"= xor(BGMa,N1")
A M2":= Hash(IDGMa.AGMa.M1'. Tc'.N1")
N secret(N1',sec1.{G.S})
A SND(AGMa,M1',M2',Tc')
M\ witness(G,S,server_groupmanager_nc,N1°)
A request(S,G,server_groupmanager_nc,N1)
2. State = 2 A RCV(M3,M4,M5 M8, Ts) =|>
State' :=4
M N2c' := xor(M3,BGMa)
AMBN' := M6
A M&c"=Hash(M3.M4.M5.N2¢'.IDGMa.Tk.Ts)

role server(G,S: agent,

Kser,IdGMa,R, Tok:message,
Hash:hash_func,
SND, RCV: channel{dy}}
played_by S
def=
local State:nat,

AGMa,BGMa X, Tk,M1,M2, Tc,Rs,BsGMa,N1s,
IDsGMa, M2s M25 N2 Ts,Rns, AnsGMa,BnsGMa,
Xns,M3,Y,M4,M5,Ks, Tkn,M6:message

init State:=1
N AGMa:= xor(R Kser)
A X:= xor(ldGMa,Hash(R Kser))
ATk:=Tok
transition
1. State = 1 ARCV(AGMa,M1,M2 Tc) =|>
State"=3
A Rs' := xor(AGMa kser)
A BsGMa' := Hash(Rs',Kser)
AN1s':= xor(M1,BsGMa")
A IDsGMa' ;= xor(X,BsGMa'}
AM2S' = M2
A M2s' = Hash(IDsGMa',AGMa,M1,Tc,N1s")
2. State =3 NAM25'=M2s' =|>

State' =5
AN2' = new()
ATs' = new()

A Rns' := new()

N AnsGMa' ;= xor(Rns' Kser)

/A BnsGMa' := Hash{Rns' Kser)
A Xns' := xor(|DsGMa,BnsGMa')

role session(G,S:agent,Kser,IdGMa R,
Tok:message,Hash:hash_func)

def=

local SA SB,RA,RB:channel(dy)

composition

M server(G,S Kser,IdGMa,R, Tok,Hash,SB,RB)
end role

role envirenment()

def=

local

Snd, Rev: channel(dy)

const g,s: agent,
idGMa,r,tk,kser:message,

h : hash_func,
server_groupmanager_nc,
server_groupmanager_ns,
sec1,sec2: protocol_id
intruder_knowledge = {g,s}
composition
session(g,s,kser,idGMa,r.tk,h)
N\ session(s,g kser,idGMa r,tk,h)

end role

goal

authentication_on server_groupmanager_nc
authentication_on server_groupmanager_ns
secrecy_of sect , sec2

groupmanager(G, S, Kser I[dGMa,R, Tok,Hash, SA,RA)

Computation: 0.01 seconds
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, \ . end goal
3. State = 4 A MBc'=M6N' =|> A M3 = xor(N2',BnsGMa") environment()
State' :=6 AY' = Hash(IDsGMa.N1s.N2")
A Ks' ;= Hash(N1.N2c.Tk) A M4' = xor{xor(AnsGMa',Y"),N1s)
A Tkn' := Hash(Ks'.N1.N2¢) A MS5' = xor{BnsGMa',Y)
AY' = Hash(IDGMa.N1.N2c) A Ks':= Hash(N1s N2, Tk)
L AnGMa' ;= xor(xor(M4,Y"),N1) A TEkN' ;= Hash(Ks . N1s.N2")
A BnGMa' ;= xor{M5,Y") A AGMa' := AnsGMa'
NAGMa' = AnGMa' AX = Xns'
A BGMa' := BhGMa' ATK = Tkn'
ATk := Tkn' AMB' := Hash(M3.M4.M5.N2".1DsGMa.Xns".Tkn")
end role A secret(Ks',sec2,{G,S})
N witness(G, S, server_groupmanager_ns,Ks')
A request(S,G,server_groupmanager_ns,Ks')
A SND(M3,M4,M5,M6,Ts)
end role
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