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4. Attack Detection
5. Anomaly
6. Optimized Random Forest

7. Particle Swarm Optimization
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1. Internet of Things
2. Denial of Service

3. Intrusion Detection Systems
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Load data from Google Drive

Y
Preprocess data
(Label encoding, Standardization)

Y

Split data
(80% train, 20% test)

Y
’ Optimize RF hyperparameters

with PSO

Train models
(TR, SVM, TUT, RF, ANN, ORF)

Y

Evaluate models
(Accuracy, Precision, Recall, F1)

Y
Visualize results
(Learning curve, Confusion Matrix, ROC)
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1. Support Vector Machine
2. Decision Tree

3. Artificial Neural Network

4. Logestic Regression
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1. Data Augmentation

2. https://www kaggle.com/datasets/francoisxa/ds2ostraffictraces
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6. External Validation
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2. Spooting

3. Spyware/Data Exfiltration
4. Malicious Control
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Model Performance on External Dataset (New Dataset)
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