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: Current Transformer (CT)
Voltage Transformer (VT)

: Measuring Voltage,
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Communication

:Human Man Interface

: Up/download or
Update Settings

Protection Configuration Review
by Engineers manually using
Power System Study Tools
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VT: Voltage Transformer
CT: Current Transformer
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R: Distance Relay
CB: Circuit Breaker
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6. Wide Area Network
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1. Differential Current

2. Restraining Current

3. Line Current Differential Relay

4. False Data Injection Attack

5. Department of Homeland Security
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1. Electricity Generation System

2. Automatic Generation Control

3. Cyber-Attack Detection and Mitigation Platform
4. Load Frequency Control

5. Unknown Input Observer

6. Optimal Two Stage Kalman Filter
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1. Mixed Integer Linear Programming
2. Line Current Differential Relay
3. Positive-Sequence

4. Negative-Sequence
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1. Jamming Attack
2. Synchronization Attack
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2. Defense
3. Phasor Measurement Units
4. Redundancy
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1. Fast Fourier Transform
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2. Bad Data Filters

3. Unobservable Data Integrity Attack
4. Bad Data Detection

5. Misuse Detection

6. Anomaly Detection
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1. Detect
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1. Expected Energy Not Supplied
2. Sampled Value

D] YAl -[9a] [¥y] »

OVl -Ivel TAv o

[av] -[arl-[Aa] -[As] -[AY] -[AA]

[vel-[vy] -[¥a] »
[s¥]-[sa] -[vs]
[yvl - [Aa]-[a.]
[a] - [a¥] -[a¥]

N\

Syl EMon b ablie (sl oSl (saidiwd A S

o3> awsuis ybg) 5> obileudl jluylSsl 5 Jad )5 clonpitans

Sl Soilul yy @gley wsiledl (6 pSojlul WS o elatwl Lale
ol g &S &Lmd).;a)'l.\jl) o.\.«i’m”]).g sl s Soilul g sadosnline
odddumlne Golds jlade S o duwlne |) (K55 o0 03] (pess Lty
i mo sl 1581 5 395 o dumliio oAb Sy Sl a> SO L
ololid Couydl ool 5,55 ales g cunl 03 &) gl Jay il

6 b S¥oa b ol (5la 491 -0
saalio A S5 53 (gymbo ©Mas b ablie (slaei )3l (sao

5 odlatwl dyge (slaei ol dcgosme I (glaoME yuimed e o

305 S dwd 90 4 o o |y s sl ol ¥ Jade (allas .l ons

)5 gaudil
o VO] AT V-] {0V] ] HA] AT Y] sl (e ()
[AA] G [AY]
B [A] g VY] {VE] {E/] L&Y ] VAT V] V-] Jde o ine (¥
(Y]

o003l (slags oSl 5l odlitl Amd o LS laylol s g 4y o5

Cadgdzne pol (pl Cle .l 48,5 18 laioe dngi Dyge i

ol Sz Gl g 45y Jb o aSd 3 Ja e o6
[OV] conl

031> 2 (o (SR, V-0

4l ) ymbo ales b ablis aliws <ly o iogd 5l (g)laa

g9 opl 0 2ad e odlaiwl oy die slaeeXl 5l @ud
ool dipgy Cygo 4y aSd SleMbl g b 5l ol e el )6
b elas (3t Bl & Camd |y (5ol Ao 58y Ll U 3,8
ol 4295 3550 &S 03> o (slo by, (ke S0l s
Spiysll & plgi e Wil smls cbls aie  liixe )
b pledl 4 dng b o) o)Ll Gues (6:50L 5 cpdle (6pS0L
el BB g atny (105 4 smle &S 4 (Kb o)
oy b sy Al 1 jolaie Cpy ol o adlyy 4l slinl
Sozd syS SIS ) b oud ealitl bisel —(6,S0l e
(wvgy ool pd b Wl 5 Al el el e a8 4SS



WV b o o)lad Y Jlo cgp stine —l el Jguals (podits § B (oootie 425 VA

ogMe [YO] 29 digeS Jlasl glaais 5o U wlodds (gjlwdigy sk 590
bl &Sl slacumsy gabdib dlp gl cales ol p
& bd S ks oS Sloj uiliund 4y (sl &y 53 900
&S dluon an; Ja.wy 0l 6 S 031l sl g lmjlﬂs sl 031>
oIl 5,8 o JLB sl Cov s Hebre Luilians sladly lon
slagbyy g iy alS (Jole ja ) oaiS ganail (sl
&iﬁl)\dlﬁwww&ih@.wlqwsw
3b5 2 (gdied (Ul & 9 00 48,5 ) 4 g (a0edL
9 &)F whaww ool p odlddn B9y ) dluen Jelge I osls
VO] cwl caliseo (sla yisy il (glad,
bl ladl) (ynle ol Gl clp edle 653k (b,
ol e e )8 lagtans 3 yejsiudly Sl
b OogmsS) snadod sl ol wile (edle (653 (slagis o5
MR oan 290 Wjepsiuils (sl (ol bt Ay anadl
sodls 5 (S8l slaodld po Cunl p3Y &S Jloj i cpl 4 g 35
S odlaiwl & dwy e Sl & cplply e 0ol pla Gz e
Oedle 5l LSS g (giae hgr p e o)l
LOV] e o Bl )8 i (s ymle Cutel &) gl S50 2,
el )le & (Jeb oy Solul sl ()3 50) yslaie cnl 4
98 sl e puSojll s Wilgn B 3gud co 03> 5 jgel cditun (6wl
slagpSojlul (gilujl o5 sl IS gilojl cds 4 ) ales
Sl s @ Canl (Ses 2D 0 7y e Jsb 0 &S (oole e
ovigel ele OMes (g9l slmodly (ggy g5 NS0, el
350, 358 (oilujl slas wbul  edlatul Ban cawl oxs
S cul eyt SagpSoilul pasas lp @l olyea
9 o dlh)pfl);‘ c\>)§| ..\.wl.' d)J.JLA, Mo OM)ULM) “\"9:;;"
OF perghadl 5 A8 B9el 3 3)90 13 ol gy S plosl I 3
S ybmal asis gy omile (6350L slapi ;o] 2e2g
5ol bl dy canydb o Slos jl 6085l sl LialS o5l gl
s 4 dlos [AD] o [VV] OV] ] S o &) (6ol Mo
odld jl las 58y Laylys o aly &S Wl Cjgo (pl 4 Wl o Blas
2,5 wled Jos Canydl oy g A8 edlaiwl (6,500 ) (63459
g5 oloj o baid ol buwgs oadolnl Magd imgly ol U558 3
P e gy Sl eolaiide 0,50 50 el &S gl s
@ il mac 4 > o oS ead edlil pile o pSol
b e =0 55k SO balyd )3 sdiad yasds 5 aaiS e slapls
O el (6503 Gl oyt (e ol g WS e il RS
sbigel degerma slaylal b (g wse slaodly (5 50b 4 S
L oolyon ya8 poyotudly S ases jd [AY] 3jby oo oddodls
2 s8Il ol 9de (Siloand Jos 5o ol bl (slapt )5Sl
3 yoppin 5 s 32y 3 B gt o bl T (i 4y S5 55,
dlos el b gilwans opl jl Cpiomed g Cblie lalls glgl
550 (ool (218> g, [IY] Canl o e3lil S o Ll ade
wlad, &S cool ol piline 5 il o ) Sladats & dles g5 4l
&S (e 005 b b d) oladas Ol s > bl
bl (gladly 5 dluan slodl) b bls)l (o515 & &) jo s )]

cBlis s Sy b Blogme sledh 5 dsde (e
sloptagy JAY] Ssde sob s ailie it il
G p e gl gl Coly U Ay Cua @39
(Pl 48)S ©jg0 bapeygindl sl cladle (gl (eguan
ooy s sl 5 Vi Slusbro Jb & (L laghs)
b oablie cgr [Ve] Mt caslie odzmn 9 S laaSd sy
Copde g (8 Slloe Cutel 59y p 2l b jpojgiunil i (stsial Clayaes
Olizabl bl (o133l ol e gdge nl 229 35 jod wlunsas (slaol>
il a8 Lol 5l el @leMbl g lmodls 0,33 § @yllas ¢ gygll
Slwlbre )35 dajejginily )3 9290 (Sl pilyd g 6Sojll
ool Laly cpl 50 .09 cwyy Bl dlowad SMes wi)ld (gdg00
5 o054 ls OMos alen I ael el 5 Clayigd cilive sl
Sy 5t 5ho3y1aS s 955 3,5 8 adllas 390 syl arsliil
2lp oy dlicee dl.m&léb 9 SMes> bolis &l Sowd g Lgl.{zs”xf
Wl (gloygs Sl (gyglans cunle [¥Y] cusl oa pbol Ll
Jolis leMb] oyl sl Nadsr (oboygusS 5l ciglaie g 2)84 pais
Wlo poppiuilyy (Sl syl (HBly (loj Siajgisle 5 o)l
s g oo 0SB g g Lod S OLTC 3y o
Bl cbdy dly Grs x5k 2 e il Al [askis
Sediee 0305 U598l $Ws 5 s celbg Sl b lusl ¢ Jlis! bl
S omew ol Jas! belas o lalled ilisee glgl onims lis oS
5 Ok SpSeilul plolid (ly omle dos paseds gl
290 o3l Wg oo 32)5 p2lke bawgi 0y yob 4 & (53U
S s ) G VY] S b 1y s blis glad), b
CT I3l sl g pSoilnl o SlagSl ololis ¢ oolpinins (spole dos
S5 4 piY 5,85 Cllas g Sl (oole b, b &S sl VT
Saoliys Jols alio ] 55 logs,Sojlul (oole LB, pogan o5 ol
O s Jgome glalad plin > Kol g 4l s 9
Jao cotalefl g (ol car Ml (hjgel doye >
P 1 5y 5 ol laisSell b ) (olite
0 g « S50 Sllas als o 3 0,5 0 0L b clalls
iy LS S e plulid ) (oole it laispSojlul (gynle dlos
SMos gl piwaw [YY] 50 0yl Calle lasuSojlul (oole
dox S glye @ ) Bilatens nSojlul (ol omle
(2lols Al o &S Canl lzo ol cpl S o (gabawd (gl
@ Shged (il 5 pleld <l o b g asd e Wy Hliin S
oS8l B 90 Jlol (i (SesS lizgas) WIED
oasls ol > Wgd dghus 55 psba Blate s
Tre b L) a8 e 03l pled (5)bxial g9 (Jgene (5)lrxinl
&S e gpmle OMes &S Canl Gl gy opl Coje e b e
Oyl (sl g ySojlul Jols a5 Jloj U cloduts adlis 5y
@l y e sl by, S0 VY] ee plols BB sl
3wl (MADDL)' sidmjs Gses 65k Lleles i ysS)l
Jole plgie 4 0,08 aSd (bl wtsas ) (uiliens sl By
S ool Jelge ol gl o 4,5 J55 > llediz i o
e sy BlS 4l ol el g ond ate K00S54 Jolas IS
holedin piwaw Jolse o Vlasl &S caol S5 @ p3Y 06 0

1. Multi-Agent Distributed Deep Learning



\tal 2ol 5950 16yl CMes ply )0 )8 laaSis blis lapiums (gilopglio 1) San 5 doxlyes

Mzl 00 55l ol IS,8E e & Wloy col @is
o @bl K3 Byb el e > (EENS) 00iich s
b Wdl, Cogii (gly Se390 slads, 5l odlizul b |, EENS &S
bl b S wley Sl a dprge ardg de parasS
oS 395 g0 dlpiiy (FON)' s adlge a8 ol 1 o3 ]y
D 68 5l 5y50 Dluslre 5 Cuwl egma b el )le
Ol & & (FCDP) Las e Jewihivs (s ol & <o ool &
bulyd cod 0gd e oy FON )3 yey50uil 5 98T olg5 Jewslyiod
2 pogiuily Sl cblis il g D900 Jdod g 430 cdlie
Omad Casl 803 &) Jsame oy Jwilyiss s FCDP ol
355 w55 <l (DDC)Y okigdlye DC s bis iy )sS)
dy ey p oldime Sp [YA] cwl sdd 0oy aswyy FCDP
UFDIA Laseis gy sy 9 4l 35 505 (LCDR) b Juudl i
[A] cl ond slpiiy (UI0) aslish ¢y K, 5 eslizul
o iy 5 (PS) cute dlis Jao S el (ooloiiiny b
1t o SYb a5 gl UIO 5 51 ol 2 a8 el (NS)
ssilogdly b Dgde LSl wome ks b glad Jao Lol
s> (55 5 oxis pSoiil Sy o glis Jaa 2 sl (RE)'
SleMbl cusls 5w BRF ialiél 09 o ciyms Jao o1 b b e
dgdus LCDR oy 5 Ji&uw 5 cuwl FDI dlos oaimdylis LCDR
Sy Ogplogi] Slaptuns 3 i by Jbb ol b 9o
o So)ul &5 sl pl LB 5ye0 0 ks AECHVAD 4 e
IV ] 58l el cbgyyo (sloisly Loy aasazsliS S1zsl 4 Ll
odlawl LCDR lds (¢ ol dlos alius jo )50 (oolpisin z)b S§
&5y 3 o S50 &4 45 sl (DNN)' ras (ras 4505 G
WLCDR (¢l ss3se (slacsySojlul j oadglscl (sla S
JA] ol o 0315 50!
Pl o 5 Cidnd yeyshudls g s ) ymle des ggdge
S Shsa g b gyl 358 (el jasls O .l Cuonl
LS o plote (oole Sllas slag il ) Gless ces astine
(OLTC) by 5 (sloodind i 5l odlil L ,,So yobo 4y b po gl
S b S cod (et clajlly I slasgerme b Glld cax
b Ban Slg oo juras il ol WS (o p 5395 51y
Sy )y 3 Slas Doy e [FA] 9 [PY] il g yule sladles
Sl el 5 3y saiges 93,0 jl by pe ol )3 &S sl 003
90 & g cpl A e odlatwl ¢ Jadlyad 4y o Slee Glule
g 03)5 L3l Juuiliins o) 5 Juslydd by (ol byd & bys
BMB] o 1 oaddllyl byl gl odds oy 5, Sles g el
W8S oy poypiuilyy B)b 93 (W) by ggee 4 (W) by
s 33yl 1518 Cad Ol ygtied oy i S5 0 [AR] ol
Mo bl bgye S8 s ored 4 il e JUsl SCADA
Slgieo o 5 i lygod 215 1) Glaiy ©e 039 4 sl

3. Expected Energy not Served

4. Fault Component Network

5. Fault Component Differential Power
6. Decaying Direct Current

7. Unknown Input Observer

8. Residual Function

9. Deep Neural Network

2l ly selcaibes dos 4 (i) @b ool Gl Lo b
o)) don & 39500 Jol> (Syg0 3 LS Cullge g 29 o0 CSw
sty » L Cuw S B wlg o dy )5 18 dles )50
Sl ey 2 oS cal o piline o) Kan ol 8,5 )5 calises
oiligel GleMbl yizan g 395 dlued slad) Gladal 4 bgsye
e bl ey o domd )3 S 0)35 1) 098 Sl bolas plas
Jite ol &) lgi o 9 13 0o plonl Glodal )3 (o3l Oy ]
Olodal b aluor sbady (oliiin Clodat (Sinlon 390 5
S5 b ) Sl @l sy S JBlas (515,150 el s>
Gy dy X3 Ol @ Ngded 2l Olidn Sledas
W g 25 0 by Bun ) lawg &5 WS o plo |y JiSw
AT S o 3 |y oy laglass o5 4y

sodly 1 oolaiwl b alold dy Y ys5 0,5ee sl 5]yl
S o ol & el 015 0lpziy (PMU)' (5518 (5 uSojll ol
Juadlos by o cnl 033 Sl (RCS)' jpomed)y )i b
olatel Oyllas g pSpmeas slp e Ay S platdy bl
s (gl 1l e (SV) diges e dlas olai 5)g0 dlas .5 o
93900 (Byre ilwding oy S SV SMes g (b slallas
alie e Jemdlpind cblis lae Sy 320k 5l aBldguy gloodls
[AY] 8565 oo 20l Las

Jio 3t e (5ln s, Y0

o asbiyg ) o3lizol e syl S e b ablis (elod Syg 5 S
ool g b (30058 02580l el 2l b &S i ol @ el b
Al b s 29800 03] (05T dSud (ool o Laslg,
SleMbl )3 (6 )Kwd w0ri 6 puSojll olie 5 oabdygl p polie M3
) b o2len o T2 098 00 031> sl (g pul w2l 98
W3 oy |y Sl (30035 (293 il «(639)9 (Sbas pSojlal )
P oo b des oo (FDI) cauydl slaodly 5,5 [AY]
P S b plerles o g9 cpl 3 adl oo b eSS
ol aimd e e |y bl e agp S slags Sojlul
2 56 Gk & 5 plosl (6 4 e Gyl CleMbl )5
5o ol yeS 1y Tl g 298 arsliS LS Cudibge b lags pSojluil (Bl
a8 b g die e Oy @iy el b pSojlul Blisul b 5 (58 cow
e o5l & cul cde ol @ il 2950 Sr9p it o)l
e 4 ggd90 (nl 9 85 daled Sjlad b g diged (golaBl s
LAF] ol 8l yd i gy Swd cleMb
on bl gl aole )la e S e e 3505, 50
ogbaie ol 4 VY]l o @) 850 6yl dles Jlaisl 5 diyso
9 25290 a2 (bl Ay Cosll Jline gy 4209 (anass diue
Blie g 2l G Jols (piomen 295 o0 ) @)l (530S
dgayd (oob) Gygo @ ko ggeme 0)iisd ik Jho Sl edlatul |
dload 55k Joo )3 298 Ly (o8 Pl cnyiae U 29
033 oly JBlho 4 sl o3l pl S @le i ggeome 0)digd
ol oloy sShe @ (gl 1y sl w2l § 9,5 0 ) & w2l
g )3 ol Sl glasgoome (59) WS (o (o p2le S (oo LTI

1. Phasor Measurement Unit

2. Relay Centric Supervisory



\\G'Y').u &y c)l.o,}:} yY Jl.w (B2 (swiikeo -l ‘u‘)‘l ):wlf (AR g (B (oAb A puld VY-

Moo by dblio (slo,Saly &y oo 03,5 81,1 o giudls 4 Jlis]
syl b bl gyule w2lee 3585 b dblie )3 00 @by (gynle
b tngly 5l (pdm )3 285 35Ty dles £989 5l 3ol 5 iy
DialsEl el elas pSoisl (S8l PMU (g,Sojlul I3l 51 oslizl |
Sl dmy dls o 13 00 diiy (gymle dlos zib 1> palpe Cawd b azdly
Shan 00,8 o &l dles (el w6l SMes b dbilio
sla)lud (3 5Bt 5 pale Syl Jl S gk e pasils
e g Jhe p (e sty Sl plgicee polate cul 4 el Jloio
w850 )90 Sbaow)p b (BBt Sl el 905 ooliial 03l
@ olgee bl oeiete 514 29,00 S & ool (itee ) sl
D)5 oyl gpas &Sl 5 Gdle xS0k s xSOL iy
Llg 5l eslal g cllo (pedd dalyy (Jda o (isn 3095 53 (izeed
W dsgeme & 4295 Blag 3)f3 (ljun Cumdl (08 oS oS
She sghy) 654y smle OMen b dblio disej )3 lifxe
&S cusls g Ll ] &l Casal C.la.w slayl s o o5
ol SMos g yiissh S slogigy Mt 3 ymbe palee
paseis g Cblis glagby,y Sl ulply WS o0 iy b
Ol 4 1L &8 )l (lofg Cuodl (ymlo dlos g9 5l Jatme i

Dol diBld gy

&l

[11 Y. Xiang, Z. Ding, Y. Zhang, and L. Wang, "Power system
reliability evaluation considering load redistribution attacks," IEEE
Trans. on Smart Grid, vol. 8, no. 2, pp. 889-901, Mar. 2017.

[2] Y. Xiang and L. Wang, "A game-theoretic study of load
redistribution attack and defense in power systems," Electric Power
Systems Research, vol. 151, pp. 12-25, Oct. 2017.

[3] N. Rajeswaran, et al, "A study on cyber-physical system
architecture for smart grids and its cyber vulnerability," In: H. Haes
Alhelou, N., Hatziargyriou, and Z. Y. Dong (eds) Power Systems
Cybersecurity. Power Systems Power Systems Cybersecurity,
pp- 413-427, Springer, 2023.

[4] J. Sakhnini, H. Karimipour, A. Dehghantanha, R. M. Parizim, and G.
Srivastava, "Security aspects of Internet of Things aided smart grids:
a bibliometric survey," Internet of Things, vol. 14, Article ID:
100111, Jun. 2021.

[5] S.Riahinia, A. Ameli, M. Ghafouri, and A. Yassine, "Cyber-security
of protection system in power grids-part 1: vulnerabilities and
counter-measures," In: H. Haes Alhelou, N., Hatziargyriou, and Z.
Y. Dong (eds) Power Systems Cybersecurity. Power Systems Power
Systems Cybersecurity, pp. 203-237, Springer, 2023.

[6] A. Hassan, et al., "A survey and bibliometric analysis of different
communication technologies available for smart meters," Cleaner
Engineering and Technology, vol. 7, Article ID: 100424, Apr. 2022.

[7] J. Jarmakiewicz, K. Parobczak, and K. Maslanka, "Cybersecurity
protection for power grid control infrastructures," International J. of
Critical Infrastructure Protection, vol. 18, pp. 20-33, Sept. 2017.

[8] GE Power Management, Relay Selection Guide, 40 pp.,
https://www.gegridsol utions.com/multilin/notes/get-8048a.pdf

[9] K. Islam, D. Kim, and A. Abu-Siada, "A review on adaptive power
system protection schemes for future smart and micro grids,
challenges and opportunities," Electric Power Systems Research,
vol. 230, Article ID: 110241, May 2024.

[10] Y. M. Khaw, et al., "Preventing false tripping cyberattacks against
distance relays: a deep learning approach," in Proc. IEEE Int. Conf.
on Communications, Control, and Computing Technologies for
Smart Grids, 6 pp., Beijing, China, 21-23 Oct. 2019.

[11] T. A. Abd Almuhsen and A. J. Sultan, "Coordination of directional
overcurrent, distance, and breaker failure relays using genetic
algorithm including pilot protection," in Proc. IOP Conf. Series:
Materials Science and Engineering, vol. 1105, 14 pp., Baghdad,
Iraq, 21-22 Dec. 2021.

[12] M. Zare Jahromi, A. Abiri Jahromi, S. Sanner, D. Kundur, and M.
Kassouf, "Cybersecurity enhancement of transformer differential
protection using machine learning," /IEEE Power & Energy Society
General Meeting, 5 pp., Montreal, Canada, 2-6 Aug. 2020.

> [Y+)]

a - -
' a8 Jsb o asd

R PERNONT
p3Y aa5a g llsd Coed | e ol ) gl
bl Sl e S¥les
Lo 5 35 g

alez 3 G (5

Al etes ol
Sl aloz S

Syl o>l 53 (6ygl0b b5y slapasls A S

9 0l Le‘ﬂ bl coge &S 0d Sl balad o wud o)L el
) oy Ses b ablis ) Ko g b slagh; el
2 8 Sl otyoSl (S50 y93 1) b laodh jasds gl
Syl calesl Wy 4 ol ()5 ol cumd padld gl

[AA] cwl

S bw OWoa il 45 6,59l0l g s L -1
Jyis 4 o) 4 gl Gl KB ol 3 plol dlius
ok Sl Epoge @Sl (bl (lagiuns v 5 S Gl
S S yeb 4 [A0] ol oad adlyy o 4 eS8 el &S ol
5 odlizal Yl gpglec b (blis g IS s gl 53 S,
sloeslyy 635105 1l %03 g ) 135 canl o] (sl JiS
WA 0>z i aS jeb len g 4B S Sl clb eSS
o gynlo OMos (asudl w5 Sl pest dily (95
W [AV] ol liies 4255 3)90 o) ()9l Sl 5 Coonl
SMex plp > JRS laptuss (295 gl GRlE caa
b [AA] 15 algs amslisl o b dlas yishse el el ogpmlo
Gliseo sbyjlne cpiam $)sll G oy pslate 4 [Ve+]
5 2Uly CueS s 250 Dl gl o il Gl
S olsie @ pmbe dles S S e (2L3L Sln S Auge
2R3 gy [YF] sl oad dletiy pgll horin caslie e
ey (lgie Mo cod ()8 Glapiugs sl sl b))
5 oad 4b)S Jlas )3 baygily (ol cusis olate 4 0980
Sy )08 g CobilB 05 WSxie slp Wi (gyell a3l
Cons yezmad [VF] Canl 0ud dlpaidiny  Jlgto Mos cod gy 1)
olyis 4 a1 e (Dbl 22l8 Job )3 aShd )3 endad e o)l
ol odldiwl Lg).ul.w alos ).3‘)4. » 45....» LS)?L:‘U u;b))] ua.>L.u

[Yey] cwl
sdaliio (65l ) slopasls elgl (suamos A S5
g b3S oo )8 ooy 050 4ud & 0aS e ladija b 48,
e Cuonl Bl sl (gpule dles Syl Sl (S gl o5 (ol &
i) padls b pmle dles ply 0 &l sl b))

S 5 o Y
«)d8 oS > (blis glapiams $ymle Cutel Cucnl 4 a5
b a3l dbgype Sy iagg (ALY g gw)p 4 Al pl
b 55wl Jols ( blin gl sbags plicanl glgl il



WY

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]
[51]

[52]

[53]

[54]

[55]

[>6]

2ol 5950 16yl CMes ply )0 )8 laaSis blis lapiums (gilopglio 1) San 5 doxlyes

L. Zeng, et al., "Resilience assessment for power systems under
sequential attacks using double DQN with improved prioritized
experience replay," IEEE Systems J., vol. 17, no. 2, pp. 1865-1876,
Jun. 2022.

S. D. Roy and S. Debbarma, "Detection and mitigation of cyber-
attacks on AGC systems of low inertia power grid," IEEE Systems J.,
vol. 14, no. 2, pp. 2023-2031, Jun. 2019.

A. Ameli, A. Hooshyar, E. F. El-Saadany, and A. M. Youssef,
"Attack detection and identification for automatic generation control
systems," [EEE Trans. on Power Systems, vol. 33, no. 5, pp. 4760-
4774, Sept. 2018.

A. S. L. V. Tummala and R. K. Inapakurthi, "A two-stage Kalman
filter for cyber-attack detection in automatic generation control
system," J. of Modern Power Systems and Clean Energy, vol. 10,
no. 1, pp. 50-59, Jan. 2021.

Z. Qu, et al., "Detection of false data injection attack in AGC system
based on random forest," Machines, vol. 11, no. 1, Article ID: 83,
Jan. 2023.

S. Alhalali, N. Christopher, and R. El-Shatshat, "Mitigation of cyber-
physical attacks in multi-area automatic generation control,"
International J. of Electrical Power & Energy Systems, vol. 112,
pp. 362-369, Nov. 2019.

S. Sarangan, V. K. Singh, and M. Govindarasu, "Cyber attack-
defense analysis for automatic generation control with renewable
energy sources," in Proc. North American Power, 6 pp., Fargo, ND,
USA, 9-11 Sept. 2018.

T. Huang, B. Satchidanandan, P. R. Kumar, and L. Xie, "An online
detection framework for cyber attacks on automatic generation
control," IEEE Trans. on Power Systems, vol. 33, no. 6, pp. 6816-
6827, Nov. 2018.

Z. Amiri, et al., "Adventures in data analysis: a systematic review of
deep learning techniques for pattern recognition in cyber-physical-
social systems," Multimedia Tools and Applications, vol. 83, pp.
22909-22973, 2024.

T. Behdadnia and G. Deconinck, Anomaly Detection in Automatic
Generation Control Systems Based on Traffic Pattern Analysis and
Deep Transfer Learning, arXiv preprint arXiv: 2209.08099, 2022.

A. Ameli, A. Hooshyar, and E. F. El-Saadany, "Development of
a cyber-resilient line current differential relay," [EEE Trans. on
Industrial Informatics, vol. 15, no. 1, pp. 305-318, Jan. 2018.

V. S. Rajkumar, A. Stefanov, A. Presekal, P. Palensky, and J. L. R.
Torres, "Cyber attacks on power grids: causes and propagation of
cascading failures," /EEE Access, vol. 11, pp. 103154-103176, 2023.
A. Khaleghi, M. S. Ghazizadeh, and M. R. Aghamohammadi, "A
deep learning-based attack detection mechanism against potential
cascading failure induced by load redistribution attacks," [EEE
Trans. on Smart Grid, vol. 14, no. 6, pp. 4772-4783, Nov. 2023.

A. Ameli, et al., "Vulnerabilities of line current differential relays to
cyber-attacks," in Proc. IEEE Power & Energy Society Innovative
Smart Grid Technologies Conf., 5 pp., Washington, DC, USA, 18-21
Feb. 2019.

A. Ameli, A. Hooshyar, and E. F. El-Saadany, "Development of a
cyber-resilient line current differential relay," [EEE Trans. on
Industrial Informatics, vol. 15, no. 1, pp. 305-318, Jan. 2019.

L. Chen, et al, "Remedial pilot main protection scheme for
transmission line independent of data synchronism," /EEE Trans. on
Smart Grid, vol. 10, no. 1, pp. 681-690, Jan. 2019.

L. I. U. Raanaa, Condition Monitoring of Power Transformers in
Digital Substations, MS Thesis, NTNU, 2020.

H. Rahimpour, et al, Cybersecurity Challenges of Power
Transformers, arXiv preprint arXiv: 2302.13161, 2023.

D. B. Unsal, T. S. Ustun, S. M. S. Hussain, and A. Onen, "Enhancing
cybersecurity in smart grids: false data injection and its mitigation,"
Energies, vol. 14, no. 9, Article ID: 2657, May-1 2021.

Y. Wang and J. P. Hespanha, "Distributed estimation of power
system oscillation modes under attacks on GPS clocks," IEEE Trans.
on Instrumentation and Measurement, vol. 67, no. 7, pp. 1626-1637,
Jul. 2018.

E. Shereen, et al., "Feasibility of time-synchronization attacks
against PMU-based state estimation," [EEE Trans. on
Instrumentation and Measurement, vol. 69, no. 6, pp. 3412-3427,
Jun. 2019.

K. D. Lu and Z. G. Wu, "Genetic algorithm-based cumulative sum
method for jamming attack detection of cyber-physical power
systems," [EEE Trans. on Instrumentation and Measurement,
vol. 71, Article ID: 9004810, 10 pp., 2022.

P. Top, et al., "Simulation of a RTU cyber attack on a transformer
bank," in Proc. IEEE Power & Energy Society General Meeting,
5 pp., Chicago, IL, USA, 16-20 Jul. 2017.

[13]

— —
—=
(TS
=

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

J. Olijnyk, B. Bond, and J. Rrushi, "Design and emulation of
physics-centric cyberattacks on an electrical power transformer,"
IEEE Access, vol. 10, pp. 15227-15246, 2022.

ENIEC 60255-187-1: 2021.

A. Ayad, E. F. El-Saadany, M. M. A. Salama, and A. Youssef, "A
learning-based framework for detecting cyber-attacks against line
current differential relays," IEEE Trans. on Power Delivery, vol. 36,
no. 4, pp. 2274-2286, Aug. 2020.

A. M. Saber, A. Youssef, D. Svetinovic, H. H. Zeineldin, E. F. El-
Saadany, "Anomaly-based detection of cyberattacks on line current
differential relays," IEEE Trans. on Smart Grid, vol. 13, no. 6, pp.
4787-4800, Nov. 2022.

] A.A. Bouramdane. "Cyberattacks in smart grids: challenges and
solving the multi-criteria decision-making for cybersecurity options,
including ones that incorporate artificial intelligence, using an
analytical hierarchy process," Journal of Cybersecurity and Privacy,
vol. 3, no. 4, pp. 662-705, 2023.

R. Nuqui, J. Hong, A. Kondabathini, D. Ishchenko, and D. Coats, "A
collaborative defense for securing protective relay settings in
electrical cyber physical systems," in Proc. 2018 Resilience Week,
pp. 49-54, Denver, CO, USA, 20-23 Aug. 2018.

M. Zare Jahromi, A. Abiri Jahromi, S. Sanner, D. Kundur, and M.
Kassouf, "Cybersecurity enhancement of transformer differential
protection using machine learning," /EEE Power & Energy Society
General Meeting, 5 pp., Montreal, Canada, 2-6 Aug. 2020.

A. Ameli, A. Hooshyar, E. F. El-Saadany, and A. M. Youssef, "An
intrusion detection method for line current differential relays," I[EEE
Trans. on Information Forensics and Security, vol. 15, pp. 329-344,
2019.

M. Ganjkhani, M. M. Hosseini, and M. Parvania, "Optimal defensive
strategy for power distribution systems against relay setting attacks,"
IEEE Trans. on Power Delivery, vol. 38, no. 3, pp. 1499-1509,
Jun. 2023.

V. S. Rajkumar, et al., "Cyber attacks on power system automation
and protection and impact analysis," in Proc. IEEE PES Innovative
Smart Grid Technologies Europe, pp. 247-254, Hague, The
Netherlands, 26-28 Oct. 2020.

J. Wurm, K. Hoang, O. Arias, A. R. Sadeghi, and Y. Jin, "Security
analysis on consumer and industrial IoT devices," in Proc. I[EEE 21st
Asia South Pacific Des. Automat. Conf., pp. 519-524, Macao, China,
25-28 Jan. 2016.

C. W. Johnson, M. H. Saleem, M. Evangelopoulou, M. Cook, R.
Harkness, and T. Barker, "Defending against firmware cyber attacks
on safety-critical systems," J. Syst. Saf., vol. 54, no. 1, pp. 16-21,
Spring 2018.

D. Formby, S. S. Jung, S. Walters, and R. Beyah, "A physical
overlay framework for insider threat mitigation of power system
devices," in Proc. IEEE Int. Conf. on Smart Grid Communications,
pp. 970-975, Venice, Italy, 3-6 Nov. 2014.

A. Chattopadhyay, A. Ukil, D. Jap, and S. Bhasin, "Toward threat of
implementation attacks on substation security: case study on fault
detection and isolation," /EEE Trans. Ind. Inform., vol. 14, no. 6,
pp. 2442-2451, Jun. 2018.

T. E. McDermott, J. D. Doty, J. G. O’Brien, C. R. Eppinger, and T.
Becejac, Cybersecurity for Distance Relay Protection, No. PNNL-
29663. Pacific Northwest National Lab., Richland, WA, USA, 2020.
A. K. Maurya, P. Singhaal, and H. K. Pathak, "Analysis of cyber
security attacks on power system networks and its protection
schemes," in Proc. 4th Int. Conf. on Advances in Electrical,
Computing, Communication and Sustainable Technologies, 6 pp.,
Bhilai, India, 11-12 Jan. 2024.

F. Peng, et al., "Power differential protection for transformer based
on fault component network," [EEE Trans. on Power Delivery, vol.
38, no. 4, pp. 2464-2477, Aug. 2023.

D. Yang, Y. Zhang, X. An, and Y. Hou, "Analysis of relay
protection fault propagation mechanism and attack detection method
under cyber attack," in Proc. 3rd Int. Conf. on Electronic
Information Engineering and Computer Communication, 5 pp.,
Wuhan, China, 22-24 2023.

Z. Q. Bo, X. N. Lin, Q. P. Wang, Y. H. Yi, and F. Q. Zhou,
"Developments of power system protection and control," Protection
and Control of Modern Power Systems, vol. 1, Article ID: 7, 2016.
Y. M. Khaw, et al., "A deep learning-based cyberattack detection
system for transmission protective relays," IEEE Trans. on Smart
Grid, vol. 12, no. 3, pp. 2554-2565, May 2020.

L. Yu, X. M. Sun, and T. Sui, "False-data injection attack in
electricity generation system subject to actuator saturation: analysis
and design," IEEE Trans. on Systems, Man, and Cybernetics:
Systems, vol. 49, no. 8, pp. 1712-1719, Aug. 2019.



WY Sl 0 o)l VY Jlo (30 eotive —dll (lpl Sgueals (wdine 9 3 (ootiee 5

(80]

[81]

[82]

[83]

(84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

J. K. Narang and B. Bag, "Replay attack detection in overcurrent
relays using mathematical morphology and LSTM autoencoder,"
in Proc. IEEE Int. Conf. on Advanced Networks and
Telecommunications Systems, 6 pp., Gandhinagar, India, 18-21
Dec. 2022.

L. Wang, et al., "Power electronic attack targeting relay protection
and corresponding detection method," in Proc. IEEE 3rd Int. Conf.
on Circuits and Systems, pp. 203-206, Chengdu, China, 29-31
Oct. 2021.

A. Aflaki, H. Karimipour, and A. N. Jahromi, "A GAN-based false
data injection and civil attack detection framework for digital relays
with feature selection," in Proc. IEEE Int. Conf. on Systems, Man,
and Cybernetics, pp. 5027-5033, Honolulu, Oahu, HI, USA, 1-4
Oct. 2023.

J. Mo and H. Yang, "Sampled value attack detection for busbar
differential protection based on a negative selection immune
system," J. of Modern Power Systems and Clean Energy, vol. 11,
no. 2, pp. 421-433, Mar. 2022.

M. Hamzeh, B. Vahidi, and A. Foroughi Nematollahi, "Optimizing
configuration of cyber network considering graph theory structure
and teaching-learning-based optimization (GT-TLBO)," IEEE Trans.
on Industrial Informatics, vol. 15, no. 4, pp. 2083-2090, Apr. 2018.
M. Ismail, M. F. Shaaban, M. Naidu and E. Serpedin, "Deep learning
detection of electricity theft cyber-attacks in renewable distributed
generation," [EEE Trans. on Smart Grid, vol. 11, no. 4, pp. 3428-
3437, Jul. 2020.

R. Nuqui, J. Hong, A. Kondabathini, D. Ishchenko, and D. Coats, "A
collaborative defense for securing protective relay settings in
electrical cyber physical systems," in Proc. Resilience Week, pp. 49-
54, Denver, CO, USA, 20-23 Aug. 2018.

M. Chougule, G. Gajjar, and S. A. Soman, "PMU supervised secure
backup protection of distance relays," in Proc. IEEE PES Innovative
Smart Grid Technologies Europe, 5 pp., Bucharest, Romania, 29
Sept.-2 Oct. 2019.

A. M. Saber, A. Youssef, D. Svetinovic, H. H. Zeineldin, and E. F.
El-Saadany, "Cyber-immune line current differential relays," [EEE
Trans. on Industrial Informatics, vol. 20, no. 3, pp. 3597-3608,
Mar. 2024.

E. Ali, et al., "Power transformer differential protection using current
and voltage ratios," Electric Power Systems Research, vol. 154,
pp. 140-150, Jan. 2018.

P. Zhao, et al. "Cyber-resilience enhancement and protection for
uneconomic power dispatch under cyber-attacks," IEEE Trans. on
Power Delivery, vol. 36, no. 4, pp. 2253-2263, Aug. 2020.

D. P. Chinta, et al. "Cyber resilient differential protection scheme for
transmission lines," in Proc. 2023 IEEE 3rd. Int. Conf. on Smart
Technologies for Power, Energy and Control, 4 pp., Bhubaneswar,

India, 10-13 Dec. 2023.

S. Shafiulla and M. K. Jena, "Dynamic state estimation based cyber
attack detection scheme to supervise distance relay operation
in transmission line," in Proc. IEEE Int. Conf. on Power Electronics,
Smart Grid, and Renewable Energy, 6 pp., Trivandrum, India, 17-20
Dec. 2023.

H. Margossian, R. Kfouri, and R. Saliba, "Measurement protection
to prevent cyber-physical attacks against power system state
estimation," International J. of Critical Infrastructure Protection,
vol. 43, Article ID: 100643, Dec. 2023.

A. Kemmeugne, A. A. Jahromi, and D. Kundur, "Resilience
enhancement of pilot protection in power systems," /EEE Trans. on
Power Delivery, vol. 37, no. 6, pp. 5255-5266, Dec. 2022.

S. Pola, M. Jovanovic, M. A. Azzouz, and M. Mirhassani, "Cyber
resiliency enhancement of overcurrent relays in distribution
systems," IEEE Trans. on Smart Grid, vol. 15, no. 4, pp. 4063-4076,
Jul. 2023.

Y. Joo, Z. Qu, and T. Namerikawa, "Resilient control of cyber-
physical system using nonlinear encoding signal against system
integrity attacks," IEEE Trans. on Automatic Control, vol. 66, no. 9,
pp. 4334-4341, Sept. 2020.

G. Chen, Y. Zhang, S. Gu and W. Hu, "Resilient state estimation and
control of cyber-physical systems against false data injection attacks
on both actuator and sensors," [EEE Trans. on Control of Network
Systems, vol. 9, no. 1, pp. 500-510, Mar. 2021.

S. Liu, et al., "Adaptive resilient output feedback control against
unknown deception attacks for nonlinear cyber-physical systems,"
IEEE Trans. on Circuits and Systems II: Express Briefs, vol. 71,
no. 8, pp. 3855-3859, Aug. 2024.

W. Zhang, S. Mao, J. Huang, L. Kocarev, and Y. Tang, "Data-driven
resilient control for linear discrete-time multi-agent networks under

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

ANAl

C. Avci, B. Tekinerdogan, and C. Catal. "Design tactics for tailoring
transformer architectures to cybersecurity challenges," Cluster
Computing, vol. 27, pp. 9587-9613, 2024.

United States Senate Republican Policy Committee, Infrastructure
Cybersecurity: The US Electric Grid, 2021.

J. Olijnyk, B. Bond, and J. Rrushi, "Design and emulation of
physics-centric cyberattacks on an electrical power transformer,"
IEEE Access, vol. 10, pp. 15227-15246, 2022.

S. Hasheminejad. "A new protection method for the power
transformers using Teager energy operator and a fluctuation
identifier index," Electric Power Systems Research, vol. 213, Article

ID: 108776, Dec. 2022.

A. Klien, Y. Gosteli, and S. Mattmann, "Design and commissioning
of a secure substation network architecture," in Proc. 15th Int. Conf.
on Developments in Power System Protection, 5 pp., Liverpool, UK,
9-12 Mar. 2020.

B. Ahn, et al., "Security threat modeling for power transformers in
cyber-physical environments," in Proc. IEEE Power & Energy
Society Innovative Smart Grid Technologies Conf., 5 pp.,
Washington, DC, USA, 16-18 Feb. 2021.

S. Chakrabarty and B. Sikdar, "Detection of hidden transformer tap
change command attacks in transmission networks," I[EEE Trans. on
Smart Grid, vol. 11, no. 6, pp. 5161-5173, Nov. 2020.

A. S. Musleh, G. Chen, and Z. Y. Dong, "A survey on the detection
algorithms for false data injection attacks in smart grids," [EEE
Trans. on Smart Grid, vol. 11, no. 3, pp. 2218-2234, May 2020.

L. Xu, L. Xiaoyi, and Y. Sun, "Detection of false data injection
attacks in smart grid based on machine learning," In Advances in
Artificial Intelligence and Security: 7th Int. Conf., ICAIS 2021,
Dublin, Ireland, Jul. 2021, Proc. Part III 7, Springer, 2021.

J. Q. Ruan, et al., "AC sparse modeling for false data injection attack
on smart gird," in Proc. Asian Conf. on Energy, Power and
Transportation Electrification, 5 pp., Singapore, 24-26 Oct. 2017.

C. Liu, H. Liang, T. Chen, J. Wu and C. Long, "Joint admittance
perturbation and meter protection for mitigating stealthy FDI attacks
against power system state estimation," IEEE Trans. on Power
Systems, vol. 35, no. 2, pp. 1468-1478, Mar. 2020.

M. Z. Jahromi, et al., "Data analytics for cybersecurity enhancement
of transformer protection," ACM SIGEnergy Energy Informatics
Review, vol. 1, no. 1, pp. 12-19, Nov. 2021.

S. Chakrabarty and B. Sikdar, "Detection of malicious command
injection attacks on phase shifter control in smart grids," /EEE
Trans. on Power Systems, vol. 36, no. 1, pp. 271-280, Jan. 2021.

H. Karimipour, ef al., "A deep and scalable unsupervised machine
learning system for cyber-attack detection in large-scale smart
grids," IEEE Access, vol. 7, pp. 80778-80788, 2019.

W. Sattinger, Critical Infrastructure Cyber Security: Applications of
Machine Learning and Artificial Intelligence in Detecting,
Responding, to and Containing Threats, CIGRETech. Rep., Ref D2-
210 2020, 2020.

N. Tatipatri and S. L. Arun, "A comprehensive review on cyber-
attacks in power systems: impact analysis, detection and cyber
security," IEEE Access, vol. 12, pp. 18147-18167, 2024.

V. Dave and A. Sharma, "Operation of differential relay for power
transformer using support vector machine," in Proc. IEEE/PES
Transmission and Distribution Conf. and Exposition. 6 pp., Chicago,
IL, USA, 21-24 Apr. 2008.

A. Clark and S. Zonouz, "Cyber-physical resilience: definition and
assessment metric," [EEE Trans. Smart Grid, vol. 10, no. 2,
pp. 1671-1684, Mar. 2019.

M. Rajaee and K. Mazlumi, "Multi-agent distributed deep learning
algorithm to detect cyber-attacks in distance relays," IEEE Access,
vol. 11, pp. 10842-10849, 2023.

Z. Pourahmad, R. A. Hooshmand, and M. Ataei. "Optimal placement
of PMU and PDC in power systems by considering the
vulnerabilities against cyber-attacks," Electrical Engineering,
vol. 106, no. 1, pp. 93-109, 2024.

Z. Pourahmad and R. A. Hooshmand, "Smart grid protection against
cyber-attacks using PMUs and DC system model," in Proc. 13th
Smart Grid Conf., 8 pp., Tehran, Iran, 5-6 Dec. 2023.

A. Moradi and S. M. Madani, "Technique for inrush current
modelling of power transformers based on core saturation analysis,"
IET Generation, Transmission & Distribution, vol. 12, no. 10,
pp. 2317-2324, May 2018.

S. W. Kim, "Detection and mitigation of false data injection in
cooperative communications," in Proc. [EEE 16th Int. Workshop on
Signal Processing Advances in Wireless Communications, pp. 321-
325, Stockholm, Sweden, 28 Jun.-1 Jul. 2015.



A 2ol 5950 16yl CMes ply )0 )8 laaSis blis lapiums (gilopglio 1) San 5 doxlyes

oige 15 ol S g i) ablie )3 1) 395 S st Niawigh dlflus
olily 5 Spuiio (owga,8 ol VYV o WA sla L o cudypay )uB -5y
oorde Sy oIS SINTVE Jlo )3 )08 =5 (wdize 6555 glalle 13 5 Ol
(st (88 oIS 5y (owdie 09,5 Sl (19STen g el 0y (b @ ol
slaasid 1) il il Mo 350 Sliiod sladine] Ao (bl oLl

Bl Lo 0058 )08 claplan § 230355 (555 gl ciadsn

g Ayl wlidsylS g b )5 Zblis j3 1) 098 CMuass  Fde dedwe S
oRisly 5 iy txiuo oy STV 9 WA ol > g @yaE -5y
o ol GIYYA Jlo jd @8 — 5 awdige (6580 alate > g lyes
9 0aSuly 5y owtige 09,5 Sl (68T wi g Canl oiboy bl 4 Al g
Sl asle plia) @M 390 Sliios slaaipe) il Gladuol sl awiine

(S gl g phinaos wlie S8 o )59 See 108 Sl cblis

unconfined cyber-attacks," IEEE Trans. on Circuits and Systems I:
Regular Papers, vol. 68, no. 2, pp. 776-785, Feb. 2020.

[100]S. Hu, X. Chen, J. Li and X. Xie, "Observer-based resilient
controller design for networked stochastic systems under coordinated
DoS and FDI attacks," IEEE Trans. on Control of Network Systems,
vol. 11, no. 2, pp. 890-901, Jun. 2024.

[101]Z. Liu and L. Wang, "A distributionally robust defender-attacker-
defender model for resilience enhancement of power systems against
malicious cyberattacks," IEEE Trans. on Power Systems, vol. 38,
no. 6, pp. 4986-4997, Nov. 2022.

@ it 35 ol g (bl gblie )3 1) 355 CMuans deslyg 1505
sl 03y bl 4 ol oKl )3 VYAA 6 WWAS (cla Lo )5 iy 5,5
it g (B 0SB 13 L) (it (553 glale )3 p2l Sl 3 036k
Ol e 3)00 Jliios gladinej 5 03 Juad & Jpiie plodel ol
2 Olebl Cubll § )8 e )3 (gpmlo CMes wiadigr (aaSus 1l ke

)38 (ol



