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1. Internet of Things
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3. Long Short-Term Memory
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1. Denial of Service

2. Anomaly
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1. Recurrent Neural Network



o SDN-T0T ;3 398yl Caps diasdipn (slanis o 3 (e (603 (oS 5 gy 10, Sad 5 (o)

¢, =fic,_ +ic, ()
h, = o, tanhc, *)

5 295> 9 sBseld 89y 0l9) a0, 5 [yl ()L (V)
Db o a8 bl ol 4 &5 wies ol ylie 35 b, 9 b, D
s 1y 188 Jgla Sl 5 1gaSi0 o fits €, 5 O (e
2 et BB glapiall ol 1 alsyo 3 Jolo (295 By g w23
Lk Vg W (gla s yilo dly

> slp 1wl oYL Sle (Sas s LSTM 4,65
sl 005 Slgity GRU 5 LSTM (slapis oS plesl (o ]
S Gl LSTM uae oS Bbogy GRU L uae S
g 03505 yoilap |y ledMbl 0jlg) daome walais 51y GRU uas
Mai o a5l ol gglite cpty amde T 1) Bjsel ol
&lg > amd o yaals ojleyn ¥ o4y 6l ¥ 511 LSTM (glaojlgys
osals 1y aojlgy slasy basd g 5l (o0b; 5,8 LSTM L GRU s,
03,8 pledl \SuSG 50 el s o 1) Lol s 5l plaS” pa casllog g 00l
GRU )5 daome oilals 5 (Sloyjgsse slaojlyys [YA] 5 [FA] ol
ol 04 dusloro (VV) b (V) & yquoas

I, =o(w,[x, +c_1+b,) (V)
I =o(w[x +c_1+b,) )
¢, =lc,+0-1)c,, ()
o, =softmax(w,c, +b,) ()
¢, =tanh(w,[x ]+l c,_ +b,) (")

5 2% wlal 5 (Sloyjoyd sbojlyys e Log L, (V) B (V)
Ak pac a8 byie W, g W, oW, (idred
comas baSls hisel pla &S Cunl JSiie (b3, Sadbge
2 oiwe gled b lad jLasl o (65500 g, 3l ealatwl b egian
Sl algee obdlS (Sabgme JSie b, cax 8l o il LIS
:3)5 odlas! S L;Ltz>J>o|)
Sigme (¢ Jsl o5 gysbar by sl (a0)lke —
Db digeS (b3S
Echo State L IRNN _uae 480 jl oolétul —
i3> & GRU § LSTM iS5l Lsas a5l ooliul —
3590 ol J odlaidiy gy 53 9 ol ()b 9590 cul sl
Lol 045 03]
51 ooliznl b aodly a1 5l s cllie ol > (odleiinn B9,
Iy L claosly > bjgel GRU g LSTM (sl yoSUl oS 5
sy Joe ) e 1 05 e s e Jee ol (ol
wrspbul o n i andib lp w5 waib G (8,54
oy o0 54 (698

2l g giwodly Y
9 ki gy ilwodly 4 bgye e w@lis sy ol )
by hey 2h 2bjyl sl edidplsl slagialejl o8 gl
lizme icuy; 90 5 sy (pl s gy S (gl g 0y )3 1)
Cawl 005 u.tb.)OLojL»

Silodloys "3 ikl 005 gy Jlos! b baosls (cam a8 53 33,5 o
390 035igjloley sloodls (Bjgel Can LSTM 258Ul g 393 o
ol @Sl laguign 4 LSl sladiuy 3955 b 35S 00 )5 odlatul
9 b Shy gl Jl au g Bgdoe Jlo)l 0aiS S8 gl ladin
ot 3 dghise oy o bisel Je g9y Ghonohe Pl
oy Ll &5 235 00 atde wnd Bisel Jho 55y p oldpl]
Sy90 dunio & 13l Jloy 4ty 1 oy b sl Jloy ol
S P9 18 o0 Ly s idow 95 32 158 5 0 Jloyl 395 )l
IP Loyl g ord Jloy aSids pie sl (gylhin bl O yse diun
oy 8Ly plply 2980 (plulld oaiSdles plgices 35 s 5)90
235 oo Bgie Wagudgw 53 (wiled yuS b 58 Oljee cl jl e
LSTM 4yl gleis o501 Y-Y

RNN gély 15 ol RNN o 450 51 o5 b dnuwgs LSTM
92000 @) Mk Yok Jlg &5 (590 ) CaaclS abable I i
JSdio jlod gam 350 U (LS oy Sl Ml oo (6 el
9 3 @) oS JKie 1S (as &Sud lply el
say 0,65 pl sl oas Sk > oly K lgieay LSTM
P byl JSde & wload Kl il glaSsh L pley
olare 3 LSTM el 0ss > ¥ sloJlis oSl (6,85,
oS wlall (slasnly sl 1) 03lg)d pislSe I osliul porde 93wl
s 0jlgys dw Jold ojlg)d pislie p5 oo Hlai > Ml b
S 25> aiby Waojlyd nl g canl (oSgali3 0flyd 5 (295 (3939
ol i 51,53 b 053 (gl 03l g IS 155K e
Lo she (295 9 53909 SNl by (295 9 (52959 slaojlyyd
0ilay adl casliol ledbl 1 oyl oMo S e S |,
dos 3y 38 (A8 b cleMol s wlai sl (oSgel b
{V] 395

(GRU 4 LSTM) o3liw! 3490 d‘hp}‘g)gﬂ‘ Y-y

SYob b (Stunly RNN gl (5)lore (hjgal 1o JSitie S
Slgs o dlio (pl S o Hladn 1) 550 (6 u80b &S Canl Jlgv 4y o
A3k LSTM g9 sboaSed (65,80 Gsln lol 03501 lodise
SaaSed > plapile daojlyd (Syme b WS (aw LSTM
d & WS esuie U slud jlbee oS A8 obol Gres uas
«839)5 0jlgyd aw LSTM  Jolo G o a8 ojby 1) sledb
plUST A8 (o Ao (639)9 ojlgyd > D2y (29 g el
S b (hgel 3 ojlgys )l Ty Jsho 4 3959 o5l 539)9 5| Cuo3
D9 (Sloyjord Wb Gisy plS WS (o o Jsho (JEI Cundy
A9 b3 59y p Jsho 1 )b 4 &y w295 0flgy el
Sorjort 08l (npdsese NS (e SRS gdoe oxly (295
S35 i3 ()5 (1) 9o LSTM o s sl

i, =oc(wx,+v,h_ +b) (V)
fi=ow,x, +v, h_ +b,) (¥)
o,=c(wx,+v,h_ +b)) (v)
¢, =tanh(w.x, +v.h_ +b)) (¥)

1. Z-Score



Wl ) 0)lods Y Jlo ¢3g00lS” (quoites = el Foels (sdine 5 Gt (sigee

LSTM —— LSTM
.III :
LSTM L LsT™
II'. I|' A
st AL LST™
[
\ | |/
Vi/
I\
|"' -x
1l
.'X \
N\
II'IIFI \ I|I
fa'* \ \
I\
[\
LSTM ' LSTM
Jyl 4 p Y
S35 4y
RIS — LSTM
d)[w Ub9y 2 o0 g 3lwodly LSTM (g )lose Y K5
GRU (gjlwdige car (ool (sl il )bl ¥ gl LSTM (giloaine gl (ol gl oyl ¥ Jga
ool Hlide dald s ol )y ol ool Hlade dal> o ol ol
Y N RS A e sy ol Y OFNND s gy ol
A+ Ae e Fe Xe ¥e N Batch size A+ As e Fe Yo e N Batch size
o) TR WRIERY PR &S gy o) s o eoge b gy
VWAL 5Y YOF YA S¥ &Y LSTM unit number WAL &Y YOF AYA &¥ &Y LSTM unit number
-y EARRIA SPTYA) Dropout -y EYARPEA QPR Dropout
o RYE SRTYTS NPTYR APRYTA Gradient threshold e LY SRTYRS WPRYRA GPRRA Gradient threshold

OT )0 D990 L;Lh:c\.g\/ 9 cwl LSTM d)lMA 4.3L.R'Lo GRU d)l.om
oS sbray GRU (slao )3 525 ¢ gles s )10 (B )5 gen
Doigel oley e ialS el oS oyl (gylene sl LSTM
3939 Soloxo oyl ;3 315 3939 LSTM 590l ;5 a5 (g )by g 3945 o0
GRU i)sl (silodisne ) 39290 sloyialilipl ¥ Jouo )3 )l
ol 0 o2l lis

IS5 (sla s Sy ool el ol (st
i3l Wl e s g g0l Cygos Aty e OBl g Lo yial )
Syl jo s dnulee s S o3 puasi Db o oSl B> 5 ol
Caol odds odlaiwl Uas &b 51 apyje polie Sluyjgyd 5 calisw
Cusl (VW) @)ooy las apwloe

RMSE =, /%Z(y -y) (W)

Sl ials o Lol polie b ol s i gols awlie gl a8ly )
Silw J8las RMSE mb iy yai 50 ol Gua .l o odlasl (VY)
s 005 i § (28ly polie i iy, g v (W) 0 culles
ek —k Y)Y
Sl ey S guades 5 Smoie Slr ohe) S e )S)
(abss) ki glaog)S 4 ) (oald blas) ol 3l a5 cuwl (ganadls

§3Welny B9 (g 5lwodly VY

e e pugiteliy oo I oloi Uhe) ileodly e
Intel Core i¥ —Y#Y-M CPU  clastio b (ot 59y 2 VY-
& dg b ocdio il #8ly j0 .l oad ool RAM £ GB
L;’9>du \) w:)ln Lg)ﬁf)li Ll Lgl.mc\;'b'qt‘f ‘)]}él(n)i Oﬂ‘ e
LSTM Yy-)-¥

LS‘)’. GRU 4 LSTM L;Lb:p;‘g.)ﬂ‘ 51 oolazal cgdlpudy ybg) 40
Coolrodld il gly (W Slo—k  jl oolail 4 4Kl ui':)‘yai
ol ¥ S o (oolpiin gy 5 eadgilwesly LSTM (g)laxe
» LSTM (giledins slp ool sloyiol )b gl yiomon 5 ol o0l
ROMPSWE S IXES
GRU Y-)-Y

JiS il day peud Slgi o GRU LSTM L awglis o
5 mojlgys dlaxs a8 el 1.8 o 1) RNN [ bal,S JSke oS
ot 5 4l el sl (sla el ol aBl i Y 4 Y
ledbl Qbal JpuS Gl ops Jos Sy W9eSiw b S
Woles oo odlal



\ SDN-T0T ;3 398 yausuds Caps diasdisn (slawi o 3 (e (603 (0S5 gy 10, Sad 5 (o)

031> asgosxo V-Y-Y
9 NSL-KDD o3y dcgemmo 90 join «lolddl am nf) Je
e J By o] gl 5 )b NS KDDCUPAR
38des iyl 00l dsgerme ¢ (pl el 4 w3 S sanlin
39S 4SSl Jol iy saled 3505 (el slapiugw (sluadb
S92y sl @l Gigpel BaASd 3 & by e ©Mos (slaaiges
Copogad (loj CBlS b guylia omb gaw OMes &l ) 55
dos £ &S Wgd o s (ool Kl 4y g 00y Cuwd I 1) 265
acgeme 93 pl inlejl (claodly acgeme aSul pgd ditan Jlen
M 253 Ghaljl 4y oo 5w s gloosly I sy Jolis ool
Gaodly (yloj cusiS b S basme yuss b 4] pow Mg o LalE
A4 Jgrel jlows &S 3)l> 3929 01> degezme 50 (il jd (o35 Wj
29 JB wrew @3> dsgarme 93 (pl ST AL jobdy i) oo
4 AbBly (clad Gl (gl ST cllansly 398 sl dawes )
soges 030> degere Sl (imgh wl 3 cnlpl g [FV] it (6
Cuiel S0 oBislejl lawg a5 34d o odlizel UNSW-NBYA
2 b pe slayld, cwl 013,85 byl (ACCS) Wiyl (spwmle
By S ya g Nad o e Juol 4wy & 4 UNSW-NBYA
235250 OMox 0,5 o0 s dlox (ol (gla)l8) @ 5 (b e
Osed g odd odd L ¥ Jeds ;0 UNSW-NBYA o3l degosro
0 Jgdo 5 aSi inlejl g 559e] Caps oddodlitul (slaodls slaws
ol 0]
Caol (3L sl Shg ol glls UNSW-NBYA 63l aegoome
Jloy Sl b ooy degosme pl dlas Sl oS conl HI8 e Lol
s Shg w0 acgesme cpl jd 29 plédl SDN-IOT sy dcgazs
Jsb 5 SS9 95 i oyl dase oyl Jloyl o gimy S e
£ S &Sl 4 dngi b —laodld degosme ;3 g o il di
@ e Sygo (Shy ol i Sl el wd) g5l JSSg
N dSSgp 3l plas o (oolul sloas L) )3 3550 Jos (sam JS3
4 ooy dsgezme 2 SS9y g9 il &S 58 Joio 0 zuos dlacl
&Sy e pomed sl ol oaliwl wad o b |y pusus das
51 ooliil b e g 03,5 Bl 315 dgmg layloj g oyl oy p
ol oa (Sloyjgrd bagygin ded (siloJloy
by laylxe Y-V-Y
FPR (FNR .TPR .TNR (s yoly (i) gl dlio ol
Lol 0 Capogs aobdl 10 laylze pl 5l oIS 12 5 dslxe c ACC
e &S oladiges b lis cas cunl (Hlse :TNR  Hlxe —
&S Jbo gl 03> Lasis e atwd gas bl 1) Ll
(V) K8 L jlro oyl did o diwd gude adiges oy
0 ol 53 48 Canl (3 )ge 3as TN T (IF) 55 395 o Ao
FP' (yizpon ditd ke 02digniin 5 Bly oY 9
Lol Sl ato Wnodly sBly WS o1 )3 a5 sl (63,190 dlass
Cawl Cao 0 p i (WS
N

TNR = ——
TN + FP

1. True Negative

2. False Positive

UNSW-NB\O 0305 de gosne )3 39330 Mas ¥ Jgio

(F) ey ol R
YIAY DF v Normal
\ YWYS Backdoor
A\ Yoo Analysis
Ve Xe YAVAY Fuzzers
) WYY Shellcode
OAA Ve ¥ay Reconnaissance
V4, ¥ yyvay Exploits
£A_ VWYSY DoS
Y W Worms
YYAN Feoro Generic
Voo WYOYYY Total

ol Bbj poe b sodhy l fhe comysSll 5 WS e snadl
Caolize oy cpl g Caol @yllas oy (solSoly hgy S (gdbddios
S on)ls 5l bigel slaedly asgare & lapn Sl g5 nl &S
9 AU ¢ (e (SP (sMades (slagby) (p g
s kol o oS ke —k  anaded .l LSl pedlidi s
2 el XSS (e SAADe (o5 W3 L T) laades
3 3 bl (5o L) 550 gy s o il h (sabaiss
RDgd g i ddg>

ke SLl 4 Ll (ke =k ganades Auld £9)d Cax
Sy lgiedy ooy dladi ks 9 )b L eddsd sl clea L
bl 3 b (Bolas Spgor |y 350 kg 9 e Bl Lo
Aol 35 50 5o U odld oty alold ol 51w )8 Gl ool @ g3
sldiss don I aS Conl lades gae w0l dai S 5 2 0
g S 950 0db blE ded &5 LKkl 505 Cj 4 50
2 Jolh D98 o0 drnlre Iaoe algs Sy LIS 3950 5 00 1,8
i ol Sy 5 35300 duulre 35 43> S pe 2 b ol abais
plool alol a8 o5l Lol badgs elel s bl i
¥ ] 054 0

Sbog)S a4 bodly Jas lp oate laghyoSl 5 lasd,
ool 5l (o eSle—k whposll )l 252y alie b JSSen
ol odidcyllas 6,80k 0je> 0 Logadds (550l 1 gl 6Nl
Sl OM™) b ply w2l ol Glawbre (Shomn 40
Oeed WSSl o bades S kg by She s d il dlas n
wll oS cuwl O(nkdi) b plp wipsRl ool Gl Sloj Sdom
ool diggy Sl & ey Sl piysS) Sl )lSS ol 05l pglate
$odly GRU 5 LSTM Lawgs Wosls (o i 5l de a0l &y a5 b
Sl 5 Sloj (St s 435V g (Shy ) b v
5 odlil 390 (sloodly aSST & dngi b 505 Byb 5wl o5l
P & Ayl S5 ol s olie Ojgon dsye ol
cudls anlgss (b 1l ,50s cunl wi Sl opl MKt

29 @YY

@5 g 5 Pl aialojl (B oolendiny B9y b)) o
dolojle Sisupn; aw , dlie Gisu ol sl os 5,155 Ll
Cowl 0433,



VFeY )Led A e)lgul:} Y Jl.w c).»wlf (ewAigo — ;ul)J‘ )lef (WAL 9 (B (swihe A pulS A

A5 il g 55900 (gl ordodlinul (slmodls dcgae D Jodo

o @jer oulojl sloosdly sl djgel slaodly sl byt claodly b (slaosh 031> de gazs ol
il VI \Wo- - - - \e e Yoouo Sl-dataset
sinlojl Y7,
B39l V-7
B Wa- - ARTARR AT RR Yeoos SI-UNSW-dataset
inlojl W7
o e & ol dsgemro jd STy 98 CullSS F Jgie
SS9 Al panass o)l SS9 Wb janass o)lad SS9 Wl yanass o)led
BINP ) DIAMETER Yy PKIX-CRL ¥y
DHCP Y DISTCC Yy RSL ¥¥
DNS Y ESP ¥ RSVP ¥o
HTTP ¥ Gearman Yo SAB \id
ICMP [ GQUIC \td SIP \n4
IGMPvY 5 GSMTAP Yy SSDP YA
MDNS \ GTP YA SSL ¥a
NTP A HTTP/XML Y4 SSLvY [\
SSH a ICp Y- STUN [\
SSHvY Ve IGMPvY ¥y TCPCL oy
TCP AR IPvY Yy TFP over TCP oy
TLSV).Y WY ISAKMP Yy TLSv) INg
UDP WY LISP ¥ TLSv).Y (Al
KNXnet/IP i MIH Yo TLSV).Y N4
ADwin Config VO MPTCP \rg UDPENCAP oy
AJPYY \& NBNS Yv WOwW DA
ASAP A4 NDPS YA XMPP/XML AR
AXf.-- A NVMe/TCP 4 Ospf 7
BFD Control ‘4 OCSP ¥ Rdp £\
BROWSER v OpcUa ¥\
DCERPC Yy PCEP ¥y
FP So Cgmlas olie Jhme ool :TPR(Recall)  jidg jhxe =
FPR_W (%) Cunl (63150 7P’ (VF) 1o ol Cuto 3jlge (auseds 3 b,

O.)yg? ul)m 25 le)g d)l.z.xn cdy : ACC Lv Cdd )l.:s,xn -
g o dnmsloxe (VV) g0y 9 Cansl o650 Sy
~ TP +TN
TP+TN + FP+FN

ety 9y (o2l Y-T-Y
saste (slailejl pll b (ooleitiy Ghg) LS otSe cnl
GRU 5 LSTM (slapz 58l jl plas' jo b)) caz g o0d (oLs)
plaS o ey Jol imlejl 55 sl ann)S plowl gl iolesl 9
o3> dcgarme g (jgal alsye ;3 SI o3y acgerme dapi oSl ol 5
acgema g3 Lyiolol )3 a0 odlatul g0l als ye y3 SI-TUNSW

ACC

(V)

o905l Ao e 55 ST ool dcgema g yojgal dlsye y3 SFUNSW ol
ot )sSIl gl po> 5 Jsl Gilejl gl g 48,5 )8 eolitl 590
2 Jols opl pd il sads &I A 5V Jglis 3> GRU 4 LSTM
odlitwl yg05] 5 Bige) o bt claodly acgeze IV sl
S5l agesl g Ubseel cae sasedliial slaodly m fcwl ond

A 031> de gosxo

v . wo - & e . - a
N 35 g A Coto 93y 0l Sl 9 (88l oY oS
Lol ol coto bnodly sBly (WS 5)lg0 ol 55 &8 cunl (63,150
Caasl e @A iyl S
TP

TPR=——
TN + FP

(V%)
Ll cdsditod a8 Cal (63 )90 oaimd i jlme cpl : FNR Jlao —
gac gl & Jbo jd cwl ooy jasuid Lde dwd gac |
29 o0 dnle (VO) b jlre ) bty Cotio disd
FN

FNR=———
FN+TP

(Va)

Lol canains &S canl (63,190 oaimd Ui Hhxe ol :FPR jlae —

e dtwd gae bl &8 by sl o3y jaskis cute |,
D9 0 duolxe (V) O )ygods 5 L

1. True Positive
2. False Negative



A SDN-I0T )3 395 et Cue Mobgp slagh)ofll 2 (e e (5 5 b9y 10hen 5 ()

LSTM (slazy )5Sl sl p9 9 Jsl ialef] s ¥ Joo

LSTM b)) sba e

il smoals asgazme b Silo] b

F\  Precision TNR TPR FNR  FPR  ACC
)\ Q¥ WA A V) V) A ST o313 degaseo b iuloj]

QA aqy aq,¥ a3 N .0 Ay SI-UNSW o3l degozee b (yialesl ST Ly 50l
VA SLH VWA WA ) B AR SI o3> acgazmo b yislojl SFUNSW L 0]
GRU (slapzy oSl sl pgo 5 Jgl Stalofl ol A Jgi

GRU bl slolze ; ;
- 5590l (olmodld degammo b ilejl guls
F) Precision TNR TPR FNR FPR ACC i o
aa,y ¥ WA aq A 3 aq ST o315 degaseo b il
a3 \ \ a3 .Y A SI-UNSW o3> degasmo b yialejl ST b (3540l
A aq,y WY ae o0 Ve WS ST 03l acgoso b ialojl SLUNSW L 3540l

Alie gla iy plo g oloddny 9y (o)) duglie s A Joi>

obwsllle FPR TPR  ACC Uy

oYl 35 FPR Lol )l o5 cds dhaio youw,S) b (ooloiudiy (y9)
Cawl DDOS dla> (glwliss cqa baid g cuwY FPR liseen Lol )l (oYl <ds MLP o365l 4

5 - Ay [¥Y] o) Ken 4 Silveira

Snort | i 2LS 15 9 ombpé g ok slrodly (sliael 3 )9lcawsas (slp MUD jl osliwl § 5 a5

S &5 (S5 Opgody pl s Tl edlaial Cpizmen g d)b (BLSl lilesue 4 5l aS MUD ool

ol (o3logig gy sblze 5l yiaS Bjgel (loj ke g ol Jlew FPR YL TPR gcds V) aq aq

¥ WA [¥Y] o, Kes g Wani
. - - Yi [¥+] o,Ke2 s Hamza

FP 4 ACC )lido (13,55,55
Y/\G VY/YJ RV/O [\G\] U‘)&Q‘m 9 Hamza

@l L9,

P Moo e Ghjgel e pasull sl ool Al
oo 9 Shse GRS I Sy ol PCA L gl al>ye > lunl &8l
95 e 9 o plool can WS uul,8 X-means | eolael b
0,205 9 boundary detection (glawi oSl sl > dbsyo 40
sdalie & b glon 2350 ) 2l Al Gl S5k
SDN- Lo gl o5 08 o odlatwl alsyo 93 51 (bg)y (ol 29 o0
San ploj ey bl o) slaolKuws 1) fCums cuwlio 10T
Wb Shgsgw 9 WS e Mg oob) Hlee S5 ol
e 53 b oS b S sl |y 2b) sl
TSR S SRS JRVE P RS I

el 03,5 g 2loy Lol o i) (slolSiws 4 MUD (o Saslsl

& B RRY 9 (5 5 4ot -0
3yl (gblze 3l (gaieo e b (oS 5 a9y Syl oyl
Slggsis SDN-I0T Loz 10 2585 st i S5 3 Slos dguts
ol 0 ol (el ) ) e SRy 4w 9
solKiws 0L jluw Sl 88 lasd b ool bgy —
v g adow 4 Do astld piww guly oloj bl oyl
ol 04 gy
ol jge :SDN-IOT Sdl 5 b Ladye 00l degosro 1 oalazwl —
4545 SDN-I0T 2450 (sl yimgh el jo a8 wad o ol
ol 05954 (slodld degormo 3l oolaiinl &y Cond ol
1ol sbyllecw 4 L el g coly (glwedly cubll -
d)‘L»oblﬁ &JW & Cownd Lasdu_:a”.» )‘I Sl 5 dlawlio

wool o3> i A g ¥V Jglis > b ilejl ls &S jeb len
ooy 32 Wodg LSy gl 1 Loy LSTM 5 GRU 3551
sl 0391 yio0 LSTM (o )9Sl 51 7Y 5905 GRU &S i jgal

b o 9 093 ijg0] ST o3l dcgasme b baodls Ll ¥ iolesl )
acgexe p &y p3 .wlaB,S 18 (iles] 5)50 UNSW o3l dcgesxe
D9y ¢ cjgel (slbodls ;> a5 K)ls demg (ehan SMes 905l 03l
e SMos (gly a8l Ly ciules] cpl el G slaily
s e i 1) 7284 sgus (5 (85 @l 4 a3y

01> 90l SLUNSW o3ly acgamo b baodly luol o yiolejl )
@l orizen WS 15 (igeil 2)00 ST ool dcgazme b e
Cd bl o ¥ Lislojl (uSe a8 wiad o lis i oS )l
ol el opl Js gly >l axily ilsdl 55 FNR g ail ialS
w55 )5 oslial 390 Ltalej] Ao ye )3 4 oy (Sbl5 45
fodel 3939 4 Slodal Cowddy Jloy (slaodly a5 (gt lon 5| ol
odd el goige cpl g 43,55 5,8 ool 3y90 bjgel als yo )3 Lol
WS olels by sodly aud i B 1y oosly ol S oS
lolid g 039 canlio join (bl slajline 4y 9 > 2o
W3S Jae e jloner o5 ozl g0l dloya 3 45 e

gy lw b (g3l (g, dun o —£
b8 slagtsy e 5 Ol gy 2 amlie (i ol
2wl 0353,5 1A Jada )3 dunlio gulS uw g ok plool wli

ol plosl )05 gla by, 9 (ool gy O Slamnle (Jod> oyl
398 Lol i 0Kuwd y MUD ;3 54550 clasuio | ool

S0 sl Sy jl odlitial L (6)5d dloje )3 s Moo b0l



(18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[33]

[36]

[37]

[38]

S. K. Tayyaba, M. A. Shah, O. A. Khan, and A. W. Ahmed,
"Software defined network (SDN) based internet of things (IoT) a
road ahead," in Proc. of the International Conf. on Future Networks
and Distributed Systems, Article ID: 15, 8 pp., Cambridge, UK, 19-
20, Jul. 2017.

R. Bhatia, S. Benno, J. Esteban, T. V. Lakshman, and J. Grogan,
"Unsupervised machine learning for network-centric anomaly
detection in IoT," in Proc. of the 3rd ACM Context Workshop on
Big Data, Machine Learning and Artificial Intelligence for Data
Communication Networks, pp. 42-48, Orlando, FL, USA, 9-9
Dec .2019.

D. Arellanes and K. K. Lau, "Evaluating IoT service composition
mechanisms for the scalability of IoT systems," Future Generation
Computer Systems, vol. 108, pp. 827-848, Mar. 2020.

S. Bera, S. Misra, and A. V. Vasilakos, "Software-defined
networking for internet of things: a survey," IEEE Internet of Things
J., vol. 4, no. 6, pp. 1994-2008, Aug. 2017.

M. Singh and G. Baranwal, "Quality of Service (QoS) in internet
of things," in Proc. 3rd Int. Conf. on Internet of Things: Smart
Innovation and Usages, 1oT-SIU'lS, 6 pp., Bhimtal, India, 23-24
Feb. 2018.

T. A. Nguyen, D. Min, and E. Choi, "A hierarchical modeling and
analysis framework for availability and security quantification of IoT
infrastructures," Electronics, vol. 9, no. 1, Article ID: 155, Jan. 2020.
R. Swami, M. Dave, and V. Ranga, "Voting-based intrusion
detection framework for securing software-defined networks,"
Concurrency and Computation: Practice and Experience, vol. 32,
no. 24, Article ID: €5927, 25 Dec. 2020.

1. Rabet, et al., "SDMob: SDN-based mobility management for IoT
networks," J. of Sensor and Actuator Networks, vol. 11, no. 1,
Article ID: 8, 2022.

B. Alzahrani and N. Fotiou, "Enhancing internet of things security
using software-defined networking," J. of Systems Architecture,
vol. 110, Article ID: pp. 101779, Nov. 2020.

A. Hamza, H. H. Gharakheili, and V. Sivaraman, "Combining MUD
policies with SDN for IoT intrusion detection," in Proc. of the
Workshop on IoT Security and Privacy, 7 pp., Budapest, Hungary,
20-20, Aug. 2018.

G. Shravanya, N. H. Swati, R. P. Rustagi, and O. Sharma, "Securing
distributed SDN controller network from induced DoS attacks," in
Proc., IEEE International Conf. on Cloud Computing in Emerging
Markets, CCEM'19, pp. 9-16, Bengaluru, India, 19-20 Sept. 2019.

A. Hamza, H. H. Gharakheili, T. A. Benson, and V. Sivaraman,
"Detecting volumetric attacks on lot devices via SDN-based
monitoring of mud activity," in Proc. of the ACM Symp. on SDN
Research, pp. 36-48, San Jose, CA, USA, 3-4 Apr. 2019.

C. Xu, H. Lin, Y. Wu, X. Guo, and W. Lin, "An SDN FV-based
DDoS defense technology for smart cities," /JEEE Access, vol. 7, pp.
137856-137874,2019.

O. Salman, I. H. Elhajj, A. Chehab, and A. Kayssi, "A machine
learning based framework for IoT device identification and abnormal
traffic detection," Trans. on Emerging Telecommunications
Technologies, vol. 33, no. 3, Article ID: e3743, Mar. 2022.

F. A. F. Silveira, F. Lima-Filho, F. S. D. Silva, A. D. M. B. Junior,
and L. F. Silveira, "Smart detection-IoT: a DDoS sensor system for
Internet of Things," in Proc. Int. Conf. on Systems, Signals, and
Image Processing, IWSSIP'20, pp. 343-348, Niteroi, Brazil, 1-3
Jul. 2020.

A. Wani and S. Revathi, "DDoS detection and alleviation in IoT
using SDN (SDN IoT-DDoS-DA)," J. of the Institution of Engineers
(India): Series B, vol. 101, no. 3, pp. 117-128, Apr. 2020.

M. P. Novaes, L. F. Carvalho, J. Lloret, and M. L. Proenca, "Long
short-term memory and fuzzy logic for anomaly detection and
mitigation in software-defined network environment," /[EEE Access,
vol. 8, pp. 83765-83781, 2020.

Y. Meidan, et al., "A novel approach for detecting vulnerable IoT
devices connected behind a home NAT," Computers & Security, vol.
97, Article ID: 101968, Oct. 2020.

S. H. Khan, A. R. Arko, and A. Chakrabarty, "Anomaly detection in
ToT using machine learning," In: S. Misra, A. K. Tyagi, V. Piuri, and
L. Garg (Eds.), Artificial Intelligence for Cloud and Edge Computing
Springer, Chap, pp. 237-254, 2022.

M. Abdullahi, et al., "Detecting cybersecurity attacks in internet of
things using artificial intelligence methods: a systematic literature
review," Electronics, vol. 11, no. 2, Article ID: ¢3743198, 2022.

M. V. Assis, L. F. Carvalho, J. Lloret, and M. L. Proenga Jr, "A
GRU deep learning system against attacks in software defined
networks," J. of Network and Computer Applications, vol. 177,
Article ID: 102942, 2021.

ol asgacme Sy 3529 pas )l SDN-IOT Lo )3 3585 [areds

Cosl il izej ol ) ooty (slagsby, Shjpel g o)kl
0313 as gz Sy &l lply (A8 455 |y o Kitingy i e &S
Iy awo cpl > Ligh ploul Wl o SDN-IOT b cwliio 3l

5505 b 5l Glgice ST )l sl owionen les Jages
&lg 3 )5 solitwl .. s CNN DNN RBM Lile pile (6 50k

&S hgy S &l A i Sy u»)yol 2 iS5l sl oS
D9 gBly Mo L3 o md ialS |y hieel loj cote gz

&l

[1] J. Gubbi, R. Buyya, S. Marusic, and M. Palaniswami, "Internet of
Things (IoT): a vision, architectural elements and future directions,"
Future Generation Computer Systems, vol. 29, no. 7, pp. 1645-1660,
Sep. 2013.

[2] R. Kushwah, P. K. Batra, and A. Jain, "Internet of things
architectural elements, challenges and future directions," in Proc. 6th
Int. Conf. on Signal Processing and Communication, ICSC'20, 5 pp.,
Noida, India, 5-7 Mar. 2020.

[3] A. Koohang, C. S. Sargent, J. H. Nord, and J. Paliszkiewicz,
"Internet of Things (IoT): from awareness to continued use,"
International J. of Information Management, vol. 62, Article ID:
102442-, Feb. 2020.

[4] U. Farooq, N. Tarig, M. Asim, T. Baker, and A. Al-Shamma'a,
"Machine learning and the internet of things security: solutions and
open challenges," J. of Parallel and Distributed Computing,
vol. 162, pp. 89-104, Apr. 2022.

[5] P. Mishra, A. Biswal, S. Garg, R. Lu, M. Tiwary, and D. Puthal,
"Software defined internet of things security: properties, state of the
art, and future research," IEEE Wireless Communications, vol. 27,
no. 3, pp. 10-16, Jun. 2020.

[6] A. E. Omolara, et al, "The internet of things security: a survey
encompassing unexplored areas and new insights," Computers &
Security, vol. 112, Article ID: 102494, Jan. 2022.

[71 X. Guo, H. Lin, Z. Li, and M. Peng, "Deep-reinforcement-learning-
based QoS-aware secure routing for SDN-IoT," IEEE Internet of
Things J., vol. 7, no. 7, pp. 6242-6251, Dec. 2019.

[8] P. K. Sharma, J. H. Park, Y. S. Jeong, and J. H. Park, "SHSec: SDN
based secure smart home network architecture for internet of things,"
Mobile Networks and Applications, vol. 24, pp. 913-924 2018.

[91 S. Rathore, B. W. Kwon, and J. H. Park, "BlockSecloTNet:
blockchain-based decentralized security architecture for IoT
network," J. of Network and Computer Applications, vol. 143,
pp. 167-177, Oct. 2019.

[10] H. Honar Pajooh, M. Rashid, F. Alam, and S. Demidenko, "Multi-
layer blockchain-based security architecture for internet of things,"
Sensors, vol. 21, no. 3, Article ID: 772, 2021.

[11] A. Dawoud, S. Shahristani, and C. Raun, "Deep learning and
software-defined networks: towards secure IoT architecture,”
Internet of Things, vol. 3-4, pp. 82-89, Oct. 2018.

[12] N. McKeown, et al., "OpenFlow: enabling innovation in campus
networks," ACM Sigcomm Computer Communication Review, vol.
38, no. 2, pp. 69-74, Apr. 2008.

[13] M. Babiker Mohamed, et al., "A comprehensive survey on secure
software-defined network for the Internet of Things," Trans. on
Emerging Telecommunications Technologies, vol. 33, no. 1, Article
ID: 4391, Jan. 2022.

[14] D. Sovilj, P. Budnarain, S. Sanner, G. Salmon, and M. Rao, "A
comparative evaluation of unsupervised deep architectures for
intrusion detection in sequential data streams," Expert Systems with
Applications, vol. 159, Article ID: 113577, Nov. 2020.

[15] C. W. Chang, C. Y. Chang, and Y. Y. Lin, "A hybrid CNN and
LSTM-based deep learning model for abnormal behavior detection,"
Multimedia Tools and Applications, vol. 81, no. 2, pp. 1-19,
Apr. 2022.

[16] K. Smagulova and A. P. James, "A survey on LSTM memristive
neural network architectures and applications," the European
Physical J. Special Topics, vol. 228, no. 10, pp. 2313-2324,
Oct. 2019.

[17] N. Alqudah, M. Y. Qussai, "Machine learning for traffic analysis: a
review," Procedia Computer Science, vol. 170, pp. 911-916, 2020.



AR SDN-T0T ;3 398 yausuds Caps diasdisn (slawi o 3 (o (603 (oS 5 gy 10, Sad 5 (o)

OBy 11y 565 YanelS wdige (wlid) 5 Syae WO Jlo )> Wil all uad
ol jl 1) 295 5y (owdine Myl ol )l S yao WWEA Jlo 13 5 oylptuol imio
o&isly jI 1) 05 onelS cwdine (6138 SHie VYA Jlo 3 g Clypd amino
S5 olKily pgmelS wdige 0aSutild HLiild eiSTen g 3905 b,y el ey
(s FoelS SoeSid 1 Al ol B 200 igios (sloaie; A5

el ()55 Sl 9 (Sok 020 dSud 9 by el daaSid ) oblKe

P LOIBles GRS Paels (usie (Wlid)lS Side (63,583 (L3 (e
P a2 gl 5wyl wlid)S She g o5 oKl 31 WYAY Jle
ol jl eguae oor yiul)S JSomelS wlipe ald) ;0 WWAF WA sl Jlo
4 Jordo 03 o8l panelS” awdige 05l 3 WA Jlo | (g5 .0, 381 510
lodize; il 23Sl pl ele Sl gae ol I 3 g wa)S el
o g Gaes (6550 (ondle (6550 rdle ol L] Mo 5y50 gl

Ll 03l

[39] A.S. Alshra'a, A. Farhat, and J. Seitz, "Deep learning algorithms for
detecting denial of service attacks in software-defined networks,"
Procedia Computer Science, vol. 191pp. 254-263, 2021.

[40] A. Likas, N. Vlassis, and J. J. Verbeek, "The global k-means
clustering algorithm," Pattern Recognition, vol. 36, no. 2, pp. 451-
461, Feb. 2003.

[41] J. Zhang, Y. Ling, X. Fu, X. Yang, G. Xiong, and R. Zhang, "Model
of the intrusion detection system based on the integration of spatial-
temporal features," Computers & Security, vol. 89, Article ID:
101681, Feb. 2020.

oSl 1 1) 355 amelS siine wlid)l Syne WA Jlo 53 onmy b,SB
oMl (g y5ld pusige 15 olid)lS a0 VAR o 13 5 Shecsly g s
Joli 03ypb aMe Dyg0 ole (gladine) ges iy D5 ol Gl 1) 2es
Copte 5 )9 Slplup @Sl Cubel (g PgelS sbalid wile Slegoge

bl oo 6 Fomels (slaaSid



