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1. Linear-Feedback Shift Register
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Algorithm 1 Authentication (oc times)

1: >+ Random — nuwmber — Generation ('rrﬁ,)
2: ' Server

3 n = TRNG()

4 " = Drr(€)

5 " =C'YOR n

& O = LESR(C)
. forj=12,...,ado

8 1y = ArbiterPUF(CY;)

9: end for

10: 1 — Server

> Server :

11: Recive r « PUF

12: if Firstsession then Cyg + Save Challenge
13: else

1 O = Sim(Dpp(C))

15: forn=10.1do

16: Ch=CXORN

17 ra = Predict(Ch)

18: end for

19: = min(HD( rrq) HD( r,))
20: if 7 > ¢ then Reject

21: else

22 Copg — Save Challenge
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