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1. Batch BotNet Detector

iy Sl (ogide (silore ) S

Each newTD is stored in MDB

BMO = {0}
Add_to_Pool (<BM0, FS0>, BMP)
i=1

while (true)
Batch_Data = BDP (MDB)
FS =RFS
BM;i = BBD (Batch_Data, FSi)
Add _to_Pool (<BMi, FSi>, BMP)
Inc (i)

End

Sl o3l dnly 5ySlas aSans ¥ S

A Aled 000> 2y gy pe sy )3 &S Ml e (Sl yciels
il llas (glatw Jao S colo wuld ploil jase 4 —
9 0wy oddedd sleodly p gie Las glatey i
Slaws sl 1U 205 o IS5 RFS Sy degeme
Hgdie silwil oglite 9o 4 cadlhe (pl bawgs ordolonl
ol Hladl a ) elass 5ily saly 5,Slee sSaus ¥ S
@ oadd)ly Las Bjgel by Sl newTD wSaus cpl j> > e



Wod Gl ¥ o)lad oF e Jlo guals’ odine = gl Fogsals (odie 9 32 eodie 42 M

» Add_to_Pool x5 )b jl 5 03,8 slow] RMFS S5y dcgosro
I Sloycwas o plesl asly 3 4 (SMP) Sbys sy Jde yil
Slles wuas 55900 03 m 3g)9 b uimen lei o a8l )l
culia 9 SBD adlye o5k 51 SM; by Jho (20)85 Sloyjorn
Boyb il oad Slwyien Jde (ol 5l o 9 A5 dalgs plosl newTD |
g pledl &Y » Sbpe s sl » Update Pool g

FJURNTY PES I INSCIVRES

P s g plesl ualy Y-V

g pledl woly oletin Sl 3 ey 390 g g
Ao Hhosge 1) s lacdgine &5 o) pU Sluycwas
S g A8 gemme Sl 5 potie b Shy dsgecme Ay Slles plovl
5 by gladse bl las Gl cale cuar e
S Jbe ab plais 4 6518 Glp cule LBy Jue Clsul
ool aly 90 50 endnder iy sla Jae @y &)l 9 (5135l 4
oS B 53 b Jue S50 g @ oS5 Cua Sl g sl
o) @by ete dlas | (HBD)Y' cocly oS 5 sind janseds
Lol 351y

ol By o Lb Sleycwess g pleal saly diwly opl jo
Iy Lodly & mpw (g pdy owyiwd 5 ules cublB a8 il Sleodls
255 g o ro (Sl g s oy laasly gl oal )3
).u LS)L»)CAA» 9 PLC.)‘ J>|9 9 B o )l)B osls blisl; ‘_}"‘ &9y » I)
2 oy &Blos 3 1y @ gboodly oLl > 4B S5 cla Juo
P Sl bl oSy Clsiue oS (MO)' plisl alge Ll
Golozo 30 M08 0 )by spe |y ol Sy sdad jaskls
cdoldl )3 Cuwl oad Db il laie b Woaly oL oyl I oolpiuin
3,80ee iy S5 & pleal adlie 35 g Wyl opl Byme peud
Jhadl @ 1) el cpl o Sles aSas F S5 .ciby wlss sl
a3 o lis
Slawd s Sl Y-F-Y

bug & (egie (a Shy degeome (e gl sl i
JeoS3 ) g Ng oo aible 33)5 o Sy (Shy Swey adlye
S Shy aegeme ohen 4 Jho cpl cglains Jae G abml Al
s s swl oy p (BM,,FS,) ‘_’)T D odd 4S5 4
SJie Znl 59y 3 Jho 635518 paxe 43S o0 )8 sl
Nlgm e £989 4 25 @By Gloje yobo 4 gl
Shy degeine Sty allye lp BMICE 233 g S5 I —
Jo el sl 8okl Sl adlse (ol B gde Jlo)l
e el clply ehder (Shy degeome 9 93,5 dlhae (gl
(BBD) ol slaws odimd jaouis lwg (gdn (sldiws
Sled dlping
a4 sl Sy degemme g oddabul (glaiwd Jdo )50 (s9w jl =
5 il Jolpe (b yskite & «(BMLFS,) (] o oad aib S
ailie cul g Jlosl " Jse byl ailhe & ricadS

7. Stream Models Pool

8. Hybrid BotNet Detector
9. Merging Component
10. Model Evaluator

while (true)
if MyCE is received from BSMP
FS; = RMFS
SBM; = BD_Convertor (RM)
SM; = Initialize_SM (SBM,, FS;)
Add_to_Pool (<SM,, FS;>, SMP)
if newTD is received
SM; = SBD (newTD, SM,)
Update_Pool (<SM,, FS;>, SMP)
End
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1. Stream BotNet Detector

2. Recommended Model

3. Batch/Stream Models Pool

4. Recommended Model Feature Set

5. Stream Based Model

6. BotNet Detector Convertor (BD Convertor)
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1. Periodic Time
2. Model Recommendation Policy
3. Merge Policy

k=1
while (true)
if new <BM,, FS;> add to BMP
Send_Event (BM,CE to FSR)
M, = BM;
FSk = FS,
Ok = Evaluator (M;, FSy)
Add _to_Pool (<M, FS;, Oy>, BSMP)
Update_Pool (<FS;, Oi>, FSP)
inc (k)
if new <SM,, FS> add to SMP
Send_Event (SM;CE to MC)
Send <SM,, FS;> to MC
After each period Time 'PT'
M, = SM;
FSk = FS,
Ok = Evaluator (M;, FSy)
Add_to_Pool (<M,, FS;, O>, BSMP)
Update_Pool (<FS,, Oy>, FSP)
inc (k)
if new <M, FSy, Qx> add to BSMP
Send_Event (MCE to BD Conventor)
<RM, RMFS> = M _Recom (BSMP, MRP)
Send <RM, RMFS> to BD Convertor
Send_Event (MCE to MC)
<RMM, RMMFS> = M_Recom (BSMP, MP)
Send a set of <RMM, RMMFS> to MC
if FSR received BM,CE from BMP
FSP = Genetic_Algorithm (FSP)
RFS = FS Recom (FSP, FSRP)
Send RFS to BBD
End
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2. Feature Set Recommendation Policy
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