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Sensor

Generate Nm and timestamp Tc
M1=BS &Nm
M2=h(IDS,AS,M1,Tc,Nm)

——————AS, MIM2To——p |

If Tcis valid continue; else abort section;
Find record AS, X, Tk,Pid by AS

Rs=AS @Kser

BSs=h(Rs,Kser)

Nms =M1 &BSs

IDSs= X ©BSs

M2s = h(IDSs,M1,Tc,Nms)

If M2=M2s continue; else abort section;
Generate Ns , timestampe Ts ,and unique Rns
ASns = Rns & Kser

Xns=IDSs & BSns

M3 = Ns ®ASns

Y= h(IDSs, Nms,Ns)

M4=ASns ®Y @Nms

M5 =BSns @Y

Ks = h(Nms,Ns, Tk)
Tkn=h(Ks,Nms,Ns)

M6 = h(M3,M4,M5 Ns,IDSs,Tkn,Ts)

Server /| Gateway

T
|
I
I
|
|
|

\
\
\
\
\
\
|
|
|
|
\
|
\
\
|
} BSns = h(Rns,Kser)
|
|
\
|
\
\
\
\
|
|
\
|
|

If Tsis valid continue; else abort section;
Nsm=M3 & AS

M&m=h(M3,M4,M5 Nsm,IDS, Tk, Ts)

If M6=M6m continue; else abort section;
Ks=h(Nm,Nsm,Tk)

Tkmn=h(Ks,Nm,Nsm)

33,5 (0 Ao 5 polie o e bawgs ©
AS =r® Kser
BS = h(r,Kser)
X =IDS ® h(r,Kser)
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Sensor Server / Gateway

Generate Nm and timestamp Tc
M1=BS &Nm
M2=h(IDS,AS,M1,Tc,Nm)

T

T
|
|
|
|
|
|
AS, M1M2Te—— |
If Tcisvalid continue; else abort section;
Find record AS, X, Tk,Pid by AS
Rs=AS ®Kser
BSs=h(Rs,Kser)
Nms =M1 ©BSs
IDSs= X ®BSs
M2s = h(IDSs,M1,T¢c,Nms})
If M2=M2s continue; else abort section;
Generate Ns , timestampe Ts ,and unique Rns
Select Ti by Pid
If (Ts-Tc>Ti) abort section;

ASns = Rns @ Kser

BSns = h(Rns,Kser)

Xns=IDSs @Rns® Kser

M3 = Ns ©@ASns

Y= h(IDSs, Nms,Ns)

M4=ASns @Y @Nms

M5 =BSns @Y

Ks = h(Nms,Ns,Tk)

M6 = h(M3,M4,M5,Ns,IDSs, Tkn,Ts)

—— M3 M4MEMETs— |
|

If Ts is valid continue; else abort section;
Nsm=M3 ®AS
M6m=h(M3,M4,M5,Nsm,|DS, Tk, Ts)
Ks=h(Nm,Nsm, Tk)

S o dole |y Thn = h(Ks, Nms, Ns)

I Ms=h(My,M¥,Mo,Ns,IDSs,Tkn,T5s) o ®
PELTI
S5 o Jlo))

¥ a0

)W b)f LY) I) MY,M\‘,M{),M},TS d

P9 S oo ) by —Te <AL byd bl jguins 05
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«BSns = h(Rns, Kser)
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MY =ASns ®Y ® Nms
9 Ks = h(Nms, Ns,Tk)
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role server(M,S: agent,
IdS,R,Tok,Kser:message,
Hash:hash_func,
SND, RCV: channel(dy))

played by M
def=
local State:nat,

role session (M,S: agent, IdS,R,Tok,
Kser:message,Hash : hash_func)
def=
local SA, SB, RA, RB: channel (dy)
composition
sensor(M,S, 1dS,R,Tok,Kser,Hash,SA,RA)
Nserver(M,S, 1dS,R, Tok,Kser,Hash,SB,RB)

init State:=0

idS,r,tk,kser:message,

h : hash_func,
server_node_nm,server_node_ns,
secl,sec2: protocol_id
intruder_knowledge = {m,s}
composition
session(m,s,idS,r,tk,kser,h)

A\session(s,m,idS,r,tk,kser,h) State' :=4

secrecy_of secl, sec2
authentication_on server_node_nm
authentication_on server_node_ns
end goal
environment()

State' :=6

end role

role sensor(M,S: agent, def=
1dS,R, Tok,Kser:message,
Hash: hash_func,
SND, RCV: channel(dy))

AS,BS,Tk,IDS,Tc,Nm, Nsm,M6m,Ks,
M1,M2,M3, M4, M5,M6,Ts, Tkmn,
Y, ASmn,BSmn,M6N:message

/\ AS:=xor(R,Kser)

1. State = 0 /\ RCV(start) =|>

end role /\ BS:= Hash(R.Kser)
/\ Tk:=Tok
role environment() /A IDS:=1dS
def= transition
local .
Snd, Rev: channel(dy) StaNte ,:_:_2
const m,s: agent, QT?:;;Q\?\’\SO

/A M1':=xor(BS,Nm')

/A M2' := Hash(IDS.AS.M1"'.Tc'.\Nm')

/\ secret{Nm',sec1,{M,S})

/\ SND(AS,M1',M2',Tc")

Awitness(M,S,server_node_nm,Nm’)

Arequest(S,M,server_node_nm,Nm’')
2. State = 2/\RCV(M3,M4,M5,M6,Ts)=|>

/\ Nsm' := xor(M3,AS)

end role .
A MBN' := M6 N\ Ks '. Hash(Nms,Ns,Tk)
, /A Tkn' := Hash(Nms.Ns'.Tk)
/\ Mbm':= AME' =
goal Hash{M3.M4.M5.Nsm'.IDS.Tk.Ts) '

3. State =4 /A M6m'=M6N' =|>

/\ Ks' := Hash(Nm.Nsm.Tk)
A Tkmn' := Hash(Ks'.Nm.Nsm)

played_by S

local State:nat,
AS,BS,X,Tk,M1,M2,1DSs,M2s,M2S,
Tc,Rs,BSs,Nms,Ns,Ts,Rns,ASns,BSns,
Xns,M3,Y,M4,M5,Ks,Tkn,M6:message
init State:= 1
/\ AS:= xor(R,Kser)
/\ X:=xor(ldS,Hash(R,Kser))
/\ Tk:=Tok
transition
1. State = 1 /\ RCV(AS,M1,M2,Tc)=|>
State':=3
/\ Rs' := xor(AS, kser)
/\ BSs' := Hash(Rs' kser)
/A Nms' := xor{M1,BSs')
A IDSs' := xor{X,BSs')
A M2S' .= M2
/\ M2s' := Hash(IDSs',AS,M1,T¢c,Nms')
2. State=3 /\ M25§'=M2s'=|>

State' =5
/\ Ns' := new()
A Ts' := new()

A\ Rns' := new()

/\ ASns' := xor{Rns',kser)

/\ BSns' := Hash(Rns',kser)

/\ Xns' := xor(IDSs,Hash(Rns',kser))
/A M3' = xor{Ns',ASns')

/A\Y':= Hash(IDSs.Nms.Ns')

A M4' := xor(xor(ASns',Y'),Nms)
/\ M5' := xor(BSns'Y)

Hash(M3.M4.M5.Ns".IDSs.Tkn'.Ts')
/\ secret(Ks',sec2,{M,S})
/\ witness(M,S,server_node_ns,Ks')
/\ request(S,M,server_node_ns,Ks')
/\ SND(M3,M4,M5,M86,Ts)

end role
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role session (M,S: agent, 1dS,R,Tok,
Kser:message,Hash : hash_func)
def=
local SA, SB, RA, RB: channel (dy)
composition
sensor(M,S, 1dS,R,Tok,Kser,Hash,SA,RA)
/\server(M,S, 1dS,R,Tok,Kser,Hash,SB,RB)
end role

role environment()
def=
local
Snd, Rev: channel(dy)
const m,s: agent,
idS,r,tk,kser:message,
h : hash_func,
server_node_nm,server_node_ns,
secl,sec2: protocol _id
intruder_knowledge = {m,s}
composition
session(m,s,idS,r,tk,kser,h)
/\session(s,m,idS,r,tk,kser,h)
end role

goal
secrecy_of secl, sec2
authentication_on server_node_nm
authentication_on server_node_ns

end goal

environment()

role sensor(M,S: agent,
IdS,R,Tok,Kser:message,
Hash: hash_func,
SND, RCV: channel(dy))
played by M
def=
local State:nat,
AS,BS,Tk,IDS, Tc,Nm, Nsm,M6m,Ks,
M1,M2,M3, M4, M5,M6,Ts,Tkmn,
Y, ASmn,BSmn,M6N:message
init State:=0
/\ AS:= xor(R,Kser)
/\ BS:= Hash{R.Kser)
/\ Tk:=Tok
/\ IDS:=IdS
transition
1. State = 0 /\ RCV(start) =|>
State' :=2
ANmM' :=new()
A Tc' = new()
/A M1' = xor(BS,Nm')
/A M2' := Hash(IDS.AS.M1".Tc'.Nm')
/\ secret{(Nm',sec1,{M,S})
/A SND(AS,M1',M2',T¢')
Nwitness(M,S,server_node_nm,Nm')
Nrequest(S,M,server_node_nm,Nm’)
2. State = 2/\RCV(M3,M4,M5,M6,Ts)=|>
State' :=4
/A Nsm' := xor(M3,AS)
AMem':=
Hash(M3.M4.M5.Nsm".IDS.Tk.Ts)
/A Ks' := Hash(Nm.Nsm.Tk)

()

endrole

role server(M,S: agent,
1dS,R, Tok,Kser:message,
Hash:hash_func,
SND, RCV: channel(dy))
played by S
def=
local State:nat,
AS,BS, X, Tk,M1,M2,IDSs,M2s,M25,
Tc,Rs,BSs,Nms,Ns,Ts,Rns,ASns,BSns,
Xns,M3,Y,M4,M5,Ks, Tkn,M6:message
init State:=1
/\ AS:=xor(R,Kser)
/\ X:= xor(ldS,Hash(R,Kser))
/\ Tk:=Tok
transition
1. State =1 /\ RCV(AS,M1,M2,Tc)=|>
State':=3
/\ Rs' := xor(AS,kser)
/\ BSs' := Hash(Rs',kser)
/A Nms' := xor(M1,BSs'}
/\IDSs' := xor(X,BSs')
A M2S' == M2
/\ M2s' := Hash(IDSs',AS,M1,Tc,Nms')
2. State =3 /\ M2S'=M2s' =|>
State':=5

/A Ns' := new()
/\Ts' := new()
/\ Rns' := new()

/\ ASns' := xor(Rns',kser)
/\ BSns' := Hash(Rns',kser)
/\ Xns' := xor(IDSs,Hash(Rns',kser))
/A M3' := xor(Ns',ASns')
/\Y':= Hash(IDSs.Nms.Ns')
/\ M4' := xor(xar{ASns',Y'),Nms)
/A M5' := xor(BSns',Y)
/\ Ks' := Hash(Nms,Ns,Tk)
AMB' =
Hash{M3.M4.M5.Ns'.IDSs.Tkn'.Ts')
/\ secret(Ks',sec2,{M,S})
/\ witness(M,S,server_node_ns,Ks')
/\ request(S,M,server_node_ns,Ks')
/\ SND(M3,M4,M5,M6,Ts)
end role
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SUMMARY
SAFE

DETAILS
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PROTOCOL
/home/span/span/testsuite/results/ContinuousNode.if

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS

Analysed : 34 states
Reachable : 32 states
Translation: 0.11 seconds
Computation: 0.01 seconds

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
/home/span/span/testsuite/results/ContinucusNode.if
GOAL
as_specified
BACKEND
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COMMENTS
STATISTICS
parseTime: 0.02s
searchTime: 0.07s
visitedNodes: 92 nodes
depth: 10 plies
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